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Funkcje skrétu - hash functions

Do realizacji zadania wykorzystano WSL1 na systemie Windows 2019 server.
Dystrybucja uruchomiona pod systemem WSL to Ubuntu 22.04.4 LTS

Do wiaczenia legacy providera w OpenSSL wykorzystano ponizszy tutorial:
https://lindevs.com/enable-openssl-legacy-provider-on-ubuntu

Zadanie 1

Tres$¢ Zadania:

Informacje dotyczace uzywania programu openssl dostepne sg po wydaniu polecenia man openssl| lub
na stronie pod adresem : https://wiki.openssl.org/index.php/Manual:Dgst(1)

Krok1 : Stworz plik tekstowy z wiadomoscia np. , This is a trial message to test digest functions!” i
zapisz w pliku msg

Krok 2: Zapisz polecenie obliczajgce skrot tej wiadomosci uzywajac kolejno funkcji: MD5, SHA1,
SHA-256.

Krok 3: Wykonaj obliczenia skrétu a wyniki zapisz w plikach MD5dgst, SHA1dgst, SHA256dgst.
Krok 4: Zmodyfikuj wiadomos¢ msg poprzez skasowanie jednego znaku np. znaku !

Krok 5: Ponownie oblicz, wykorzystujgc w/w funkcje, skrét wiadomosci msg po modyfikac;ji

Krok 6: Poréwnaj skroty wiadomosci msg przed i po modyfikacji.

Realizacja

root@wsSL: lab5 pliki> 1s

'Lab5 - PI zaoczne - funkcje skrétu.pdf' ‘'Lab5 - funkcja skrétu.pdf' ihal
ihal.c

root@wsSL: lab5 pliki> echo "This is a trial message to test digest
functions!" > msg

root@wSL:lab5 pliki> openssl dgst -md5 msg

MD5(msg)= 5f554df44e51b0eecal71aed49a854223e

root@wsSL: lab5 pliki> openssl dgst -shal msg

SHA1(msg)= fdc68fd28db0c992b376a3edf36727eab6d2d391
root@wsSL: lab5 pliki> openssl dgst -sha256 msg

SHA2-256(msg)=
a2636d4da000f8b9174e3e1135c6ccd70a098ble7e3843c3505e54361a572b44
root@wsSL: lab5 pliki> openssl dgst -md5 msg > MD5dgst
root@wsSL: lab5 pliki> openssl dgst -shal msg > SHAldgst
root@wsSL: lab5 pliki> openssl dgst -sha256 msg > SHA256dgst
root@wsSL: lab5 pliki> sed ‘'s/!//' msg > msg mod
root@wsSL: lab5 pliki> mv msg _mod msg

root@wsSL: lab5 pliki> openssl dgst -md5 msg > MD5dgst mod
root@wsSL: lab5 pliki> openssl dgst -shal msg > SHAldgst mod
root@wsSL: lab5 pliki> openssl dgst -sha256 msg > SHA256dgst mod
root@wSL:lab5 pliki> diff MD5dgst MD5dgst mod

1cl
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< MD5(msg)= 5f554df44e51b0eead71aed49a854223e

> MD5(msg)= 946e2d2c199b85da32acfd9177bf562c
root@wsSL: lab5 pliki> diff SHAldgst SHAldgst mod

1cl

< SHA1l(msg)= fdc68fd28db0c992b376a3edf36727ea66d2d391

> SHA1(msg)= 5fcb3554621783d439712044e720091c2b6c8dbb
root@wsSL: lab5 pliki> diff SHA256dgst SHA256dgst mod

1cl

< SHA2-256(msg)=
a2636d4da000f8b9174e3e1135c6ccd70a098ble7e3843c3505e54361a572b44
> SHA2-256(msg)=
cea38c49dal8b7blc2feeOcccbb51f48355b39¢ch3cd68588eba81a9f3f30ed97
root@wsL: lab5 pliki>

Pytania

Co mozna powiedzie¢ po porownaniu tych skrétéow?

Po poréwnaniu skrétéw wiadomosci przed i po modyfikacji mozna zauwazy¢, ze nawet drobna zmiana
(np. usuniecie pojedynczego znaku) prowadzi do catkowicie innego wyniku funkcji skrétu. Jest to
cecha charakterystyczna funkcji skrétu zwana efektem lawiny, ktéra zapewnia, ze zmiana chocby
jednego bitu danych wejsciowych znacznie zmienia wartos¢ skrotu.

Jakiej dtugosci (wyrazonej w bitach) sa poszczegdlne skroty?

e MD5: 128 bitéw (16 bajtéw)
e SHA1: 160 bitéw (20 bajtow)
e SHA-256: 256 bitéw (32 bajty)

Kazda funkcja skrétu zawsze generuje wynik o ustalonej dtugosci niezaleznie od dtugosci danych
wejsciowych.

Zadanie 2

Tres¢ Zadania:

W tym zadaniu wykorzystywany jest przyktadowy algorytm skrétu zaimplementowany w jezyku C
(program ihal.c) Algorytm nazywa sie IHA1 (Insecure Hash Agorithm) i dziata na zasadzie funkcji XOR
wykonywanej bitowo, a wynikiem jest liczba reprezentowana na 4 bitach (jedna cyfra w zapisie
hexadecymalnym).

Krok 1: Dokonaj kompilacji pliku ihal.c poprzez wydanie polecenia:
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gcc ihal.c -o ihal

Krok 2: Przygotuj plik z tekstem jawnym np. , This is a test message”.
Krok 3: Uzyj funkcji ihal do obliczenia skrétu wiadomosci zapisanej w w/w pliku.
Sktadnia wywotania jest nastepujgca:

ihal nazwa pliku
Przyktadowy wynik dziatania programu ihal:

rootckali:~/labll/support> ./ihal message
ihal(message) = A

Krok 4: Sprébuj znaleZ¢ kolizje (stwérz inng wiadomos¢ jawna ktéra bedzie miata taki sam skrét co
wiadomos¢ stworzona w tym zadaniu). W tym celu wykonaj 160 préb, w kazdej préobie podajac na
wejscie funkcji skrétu inng wartosc.

Realizacja

root@wsSL: lab5 pliki> 1s

'Lab5 - PI zaoczne - funkcje skrétu.pdf' ‘'Lab5 - funkcja skrétu.pdf'
MD5dgst MD5dgst mod SHAldgst SHAldgst mod SHA256dgst
SHA256dgst mod ihal.c  msg

root@wsSL: lab5 pliki> gcc ihal.c -o ihal

root@wSL: lab5 pliki> echo "This is a test message" > message
root@wsSL: lab5 pliki> ./ihal message

ihal(message) = A

root@wsSL: lab5 pliki> cat > script.sh

mkdir collisions

cd collisions

for i in $(seq 1 160); do

echo "Test message number $i" > test $i.txt
../ihal test $i.txt >> results.txt

done

~C

root@wsSL: lab5 pliki> chmod +x script.sh
root@wsSL:lab5 pliki> ./script.sh
root@wsSL: lab5 pliki> 1s

'Lab5 - PI zaoczne - funkcje skrétu.pdf' MD5dgst SHAldgst
SHA256dgst collisions ihal.c msg

'‘Lab5 - funkcja skrétu.pdf' MD5dgst mod  SHAldgst mod
SHA256dgst mod ihal message script.sh

root@wsSL: lab5 pliki> cd collisions/

root@wSL:collisions> 1s

results.txt test 11.txt test 121.txt test 133.txt test 145.txt
test 157.txt
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[...]

test 35.txt test 47.txt test 59.txt test 70.txt test 82.txt test 94.txt
root@wSL:collisions> cat results.txt | grep '= A’

ihal(test 68.txt) =
ihal(test 79.txt)
ihal(test 86.txt)
ihal(test 97.txt)
root@wSL:collisions>

A
A
A
A

Pytania

lle Srednio potrzebnych jest operacji, zeby znalez¢ kolizje dla wyzej
opisanego przypadku? Odpowiedz uzasadnij.

Algorytm IHAL zwraca wynik skrétu reprezentowany jako jedna cyfra szesnastkowa, co oznacza ze
wynik moze przyjac jedna z 16 wartosci (od 0 do F, czyli $274 = 16$ mozliwych wynikéw).

Zgodnie z teorig prawdopodobienstwa oraz tzw. paradoksem urodzin, srednia liczba operacji
potrzebna do znalezienia kolizji dla funkcji skrétu o $n$ mozliwych wartosciach wynosi okoto:
$$\sqrt{\frac{\pi n}{2}} \approx 1.253 \cdot \sqrt{n}$$ Dla $n = 16$: $$\sqrt{\frac{\pi \cdot
16}{2}} \approx \sqrt{8\pi} \approx 5.01$$

Zatem S$rednio potrzeba okoto 5 réznych wiadomosci (czyli 4-5 préb), aby z duzym
prawdopodobienstwem znalez¢ kolizje dla funkcji skrétu zwracajgcej 4-bitowy wynik. W najgorszym
przypadku moze to by¢ do 16 préb, jednak statystycznie znacznie szybciej znajdziemy kolizje.

Zadanie 3

Tres¢ Zadania:

Krok 1: Na maszynie A przygotuj wiadomos$¢ zapisang w pliku np. , This is a test message used to
calculate a keyed digest”.

Krok 2: Na maszynie A przygotuj klucz i zapisz go w pliku.

Krok 3: Zapisz i wykonaj polecenie openssl, ktére pozwoli na obliczenie funkcji HMAC na
przygotowanej wiadomosci z kluczem zapisanym w pliku z uzyciem algorytmu MD5.

Krok 4: Zapisz i wykonaj polecenie openssl, ktére pozwoli na weryfikacje poprawnosci obliczonej
funkcji HMAC na podstawie znanej wiadomosci oraz znanego klucza.

Realizacja

root@wsSL: lab5 pliki> 1s

'Lab5 - PI zaoczne - funkcje skrétu.pdf' MD5dgst SHAldgst
SHA256dgst collisions ihal.c msg

‘Lab5 - funkcja skrétu.pdf' MD5dgst mod  SHAldgst mod
SHA256dgst mod ihal message  script.sh
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root@wsSL: lab5 pliki> echo "This is a test message used to calculate a keyed
digest" > message.txt

root@wsSL: lab5 pliki> echo "secretkeyl23" > key.txt

root@wsSL: lab5 pliki> chmod 600 key.txt

root@wsSL: lab5 pliki> openssl dgst -md5 -mac HMAC -macopt key:file:key.txt
message.txt > hmac.md5

root@wsSL: lab5 pliki> openssl dgst -md5 -mac HMAC -macopt key:file:key.txt

message. txt

HMAC-MD5 (message.txt)= b6e3401fc3288777c285655aabd5d6d6
root@wsSL: lab5 pliki> cat hmac.md5

HMAC-MD5 (message.txt)= b6e3401fc3288777c285655aabd5d6d6
root@wSL: lab5 pliki>

Pytania

Co musi wiedziec¢ uzytkownik maszyny B jezeli chce zweryfikowa¢
prawdziwos¢ skrotu HMAC z kluczem? Odpowiedz uzasadnij.

Uzytkownik maszyny B musi zna¢ dokfadnie ten sam klucz symetryczny, ktéry zostat uzyty przez
maszyne A do obliczenia funkcji HMAC. Jest to niezbedne, poniewaz funkcja HMAC wykorzystuje klucz
nie tylko do skrocenia wiadomosci, ale do generowania unikalnego podpisu kryptograficznego. Bez
znajomosci tego klucza niemozliwe jest odtworzenie tego samego HMAC i tym samym jego
weryfikacja.

Jakie operacje musi wykona¢ uzytkownik maszyny B jezeli chce zweryfikowac
prawdziwos¢ wiadomosci i skrotu otrzymanych od uzytkownika maszyny A?
Odpowiedz uzasadnij.

Aby zweryfikowac¢ prawdziwos¢ wiadomosci i skrétu HMAC, uzytkownik maszyny B musi:

1. Otrzymac¢ wiadomosc i oryginalny HMAC od uzytkownika maszyny A.

2. Upewnic sie, ze posiada ten sam klucz, ktéry zostat uzyty do wygenerowania HMAC.

3. Obliczy¢ lokalnie nowy HMAC z otrzymanej wiadomosci, uzywajac tego samego algorytmu
(MD5) i klucza.

4. Poréwnac wynik z otrzymanym HMAC.

Jesli oba skréty sg identyczne, oznacza to, ze wiadomos$¢ nie zostata zmodyfikowana oraz ze HMAC
zostat wygenerowany z wtasciwego klucza. W przeciwnym razie wiadomos$¢ mogta zosta¢ zmieniona
lub klucz jest niepoprawny.

Zadanie 4

Tres¢ Zadania: Dokonaj oceny wydajnosci algorytméw obliczajgcych skrét wiadomosci. Wypetnij
Tabele 1 wpisujgc wartos¢ srednig czasu obliczania funkcji skrétu obliczong z 12 pomiaréw. Stwérz
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pliki o rozmiarach: 100kB, 1MB, 10MB, 100MB. Do tego celu mozna uzy¢ ponizszej komendy:

openssl rand -out nazwa pliku.txt rozmiar pliku w bajtach

Do sprawdzenia czasu wykonywania operacji obliczania skrétu mozna wykorzysta¢ komende "time’:
polecenie obliczajace skrét

Przyktadowy wynik polecenia: time

real Om5.126s

user Om0O.004s

sys 0m0.012s

Wopisz przedziaty ufnosci obliczone dla poziomu ufnosci réwnego 95%. Wyniki przedstaw réwniez w

postaci wykresu. W sprawozdaniu umies¢ analize wynikdw wydajnosci obliczania funkcji skrétu

(sprawdz wyniki - uzyskane czasy dla réznych rozmiaréw wiadomosci wejsciowych oraz dla réznych
rozmiaréw funkcji skrétu).

Realizacja

root@wsSL: lab5 pliki> 1s

'Lab5 - PI zaoczne - funkcje skroétu.pdf' MD5dgst SHAldgst
SHA256dgst collisions ihal key.txt message.txt script.sh
'Lab5 - funkcja skrétu.pdf' MD5dgst mod SHAldgst mod
SHA256dgst mod hmac.md5 ihal.c message msg

root@wsSL: lab5 pliki> openssl rand -out file 100KB.txt 102400
root@wsSL: lab5 pliki> openssl rand -out file 1MB.txt 1048576
root@wsSL: lab5 pliki> openssl rand -out file 10MB.txt 10485760
root@wsSL: lab5 pliki> openssl rand -out file 100MB.txt 104857600
root@wSL:lab5 pliki> ls -lah file *

-rwxrwxrwx 1 root root 100K May 4 12:01 file 100KB.txt
-rwxrwxrwx 1 root root 100M May 4 12:02 file 100MB.txt
-rwxrwxrwx 1 root root 10M May 4 12:02 file 10MB.txt
-rwxrwxrwx 1 root root 1.0M May 4 12:01 file 1MB.txt
root@wsSL:lab5 pliki> for i in {1..12}; do time openssl dgst -md5
file 100KB.txt; done

MD5(file 100KB.txt)= 4f03d8f7e57ee31b3c17495e0ce0b6af5

real 0m0.024s
user OmoO.000s
Sys OmO.016s
MD5(file 100KB.txt)= 4f03d8f7e57ee31b3c17495e0ce0b6af5

real Om0.019s
user OmO.016s
Sys OmO.016s
MD5(file 100KB.txt)= 4f03d8f7e57ee31b3c17495e0ce0b6af5
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real OmO.015s
user Om0.016s
Sys Om0.000s
MD5(file 100KB.txt)=

real OmO.013s
user Om0.000s
Sys OmoO.000s
MD5(file 100KB.txt)=

real OmO.015s
user Om0.000s
Sys OmO.016s
MD5(file 100KB.txt)=

real OmO.016s
user Om0.000s
Sys OmoO.000s
MD5(file 100KB.txt)=

real OmO.013s
user Om0.000s
Sys OmoO.000s
MD5(file 100KB.txt)=

real Om0.013s
user OmO.000s
Sys OmO.016s
MD5(file 100KB.txt)=

real 0m0.013s
user OmO.000s
Sys OmO.016s
MD5(file 100KB.txt)=

real OmO.015s
user OmO.000s
Sys OmO.016s
MD5(file 100KB.txt)=

real OmO.013s
user Om0.000s
Sys Om0.016s
MD5(file 100KB.txt)=

real Om0O.022s
user OmO.000s
Sys 0m0.016s

4f03d8f7e57ee31b3c17495e0cedbafs

4f03d8f7e57ee31b3c17495e0ceObafs

41f03d8f7e57ee31b3c17495e0ceBbafs

41f03d8f7e57ee31b3c17495e0ceBbafs

41f03d8f7e57ee31b3c17495e0cefbats

41f03d8f7e57ee31b3c17495e0ce0bafs

4f03d8f7e57ee31b3c17495e0ce0bafs

41f03d8f7e57ee31b3c17495e0ce0bafs

4f03d8f7e57ee31b3c17495e0cedbatfs

root@wsSL:lab5 pliki> for i in {1..12}; do time openssl dgst -md5

file 1IMB.txt; done

MD5(file 1MB.txt)= ea593al12c931984a6264a4de09271d48
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real OmO.030s
user OmO.000s
Sys 0m0.016s

MD5 (file 1MB.txt)=

real Om0O.027s
user OmO.000s
Sys 0m0.016s

MD5 (file 1MB.txt)=

real OmO.020s
user OmO.000s
Sys Om0O.031s

MD5 (file 1MB.txt)=

real Om0O.015s
user OmO.000s
Sys OmoO.000s

MD5 (file 1MB.txt)=

real OmO.018s
user OmO.016s
Sys OmoO.000s

MD5 (file 1MB.txt)=

real OmO.017s
user OmO.016s
Sys OmoO.000s

MD5(file 1MB.txt)=

real Om0.019s
user OmO.016s
Sys OmoO.000s

MD5(file 1MB.txt)=

real OmO.018s
user OmO.000s
Sys OmO.016s

MD5(file 1MB.txt)=

real Om0O.019s
user OmO.000s
Sys OmO.016s

MD5(file 1MB.txt)=

real OmO.017s
user OmO.000s
Sys OmO.016s

MD5(file 1MB.txt)=

€ab593a12c931984a6264a4de09271d48

€a593a12c931984a6264a4de09271d48

€a593a12c931984a6264a4de09271d48

€a593a12c931984a6264a4de09271d48

€a593a12c931984a6264a4de09271d48

€a593a12c931984a6264a4de0@927fd48

€a593a12c931984a6264a4de0@927fd48

€a593a12c931984a6264a4de0927fd48

€a593a12c931984a6264a4de0927fd48

€a593a12c931984a6264a4de0927fd48
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real Om0.017s
user OmO.016s
Sys Om0.000s

MD5(file 1MB.txt)= ea593al12c931984a6264a4de09271d48

real Om0O.018s
user OmO.000s
Sys OmO.016s

root@wsSL: lab5 pliki> for i in {1..12}; do time openssl dgst -md5

file 10MB.txt; done
MD5(file 10MB.txt)=

real OmoO.064s
user 0m0.031s
Sys 0m0.047s
MD5(file 10MB.txt)=

real OmO.074s
user 0m0.047s
Sys OmO.016s
MD5(file 10MB.txt)=

real OmO.063s
user Om0.016s
Sys 0m0.047s
MD5(file 1OMB.txt)=

real OmoO.046s
user 0m0.031s
Sys Omo.031s
MD5(file 10MB.txt)=

real OmoO.054s
user Om0.016s
Sys Omo.031s
MD5(file 10MB.txt)=

real Omo.047s
user 0m0.031s
Sys OmO.016s
MD5(file 10MB.txt)=

real OmO.046s
user OmO.000s
Sys 0mo.047s
MD5(file 10MB.txt)=

real Om0.048s
user Om0.031s
Sys OmO.016s
MD5(file 10MB.txt)=

677b6469023155d6a9b3990ebeb53a48

677b6469023155d6a9b3990ebeb53a48

677b6469023155d6a9b3990ebeb53a48

677b6469023155d6a9b3990ebeb53a48

677b6469023155d6a9b3990ebeb53a48

677b6469023155d6a9b3990ebeb53a48

677b6469023155d6a9b3990ebeb53a48

677b6469023155d6a9b3990ebeb53a48

677b6469023155d6a9b3990ebeb53a48
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real OmoO.049s
user Om0.000s
Sys 0m0.047s
MD5(file 10MB.txt)= 677b6469023155d6a9b3990ebeb53a48

real OmO.052s
user 0m0.047s
Sys Om0.000s
MD5(file 1O0MB.txt)= 677b6469023155d6a9b3990ebeb53a48

real OmO.053s
user Om0.016s
Sys 0m0.047s
MD5(file 10MB.txt)= 677b6469023155d6a9b3990ebeb53a48

real OmoO.049s

user Om0.000s

Sys Omo.031s

root@wsSL: lab5 pliki> for i in {1..12}; do time openssl dgst -md5
file 100MB.txt; done

MD5(file 100MB.txt)= e302cb832b2a2531aclb656e01bb4dcO

real Omo.377s
user OmO.156s
Sys 0m0.219s
MD5(file 100MB.txt)= e302cb832b2a2531aclb656e01bb4dcO

real OmoO.329s
user 0mo.250s
Sys 0m0.078s
MD5(file 100MB.txt)= e302cb832b2a2531aclb656e01bb4dcO

real OmoO.328s
user 0m0.172s
Sys OmoO.156s
MD5(file 100MB.txt)= e302cb832b2a2531aclb656e01bb4dcO

real OmO.344s
user 0m0.234s
Sys OmoO.109s
MD5(file 100MB.txt)= e302cb832b2a2531aclb656e01bb4dcO

real OmoO.320s
user 0m0.219s
Sys OmoO.094s
MD5(file 100MB.txt)= e302cb832b2a2531aclb656e01bb4dcO

real Om0O.327s
user OmO.188s
Sys Omo.125s
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MD5 (file 100MB.txt)=

real OmoO.378s
user Om0O.156s
Sys 0mo.203s
MD5(file 100MB.txt)=

real 0m0.459s
user 0m0O.234s
Sys OmO.156s
MD5(file 100MB.txt)=

real OmoO.383s
user OmO.109s
Sys 0m0.234s
MD5(file 100MB.txt)=

real OmO.361s
user 0mo.203s
Sys OmO.156s
MD5(file 100MB.txt)=

real OmoO.325s
user OmO.141s
Sys OmO.188s
MD5(file 100MB.txt)=

real Om0O.331s
user OmO.219s
Sys OmoO.109s

e302cb832b2a2531aclb656e01bb4dcOd

e302cb832b2a2531aclb656e01bb4dcOd

e302cbh832b2a2531aclb656e01bb4dcO

e302cbh832b2a2531aclb656e01bb4dcO

e302cb832b2a2531aclb656e01bb4dcO

e302ch832b2a2531aclb656e01bb4dcO

root@wsSL: lab5 pliki> for i in {1..12}; do time openssl dgst -shal

file 100KB.txt; done

SHA1(file 100KB.txt)= 43d90d029dlad2c22d1f8aad9aad67c3ab938ab9

real Om0O.024s
user OmO.016s
Sys 0m0.031s

SHA1(file 100KB.txt)= 43d90d029dlad2c22d1f8aad9aad67c3ab938ab9

real OmO.022s
user OmO.000s
Sys Om0.016s

SHA1(file 100KB.txt)= 43d90d029dlad2c22d1f8aad9aad67c3ab938ab9

real OmO.016s
user OmO.000s
Sys OmO.016s

SHA1(file 100KB.txt)= 43d90d029dlad2c22d1f8aad9aad67c3ab938ab9

real OmO.019s
user OmO.016s
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Sys OmO.016s
SHA1(file 100KB.txt)=

real Om0.017s
user OmO.000s
Sys OmO.016s
SHA1(file 100KB.txt)=

real Om0.020s
user OmO.016s
Sys OmoO.000s
SHA1(file 100KB.txt)=

real OmO.037s
user OmO.000s
Sys 0mo.031s
SHA1(file 100KB.txt)=

real OmO.025s
user OmO.000s
Sys 0m0.031s
SHA1(file 100KB.txt)=

real OmO.025s
user Om0.000s
Sys 0m0.031s
SHA1(file 100KB.txt)=

real OmO.023s
user Om0.016s
Sys Om0.000s
SHA1(file 100KB.txt)=

real Om0.021s
user Om0.016s
Sys OmoO.000s
SHA1(file 100KB.txt)=

real OmO.024s
user OmO.000s
Sys OmO.016s

root@wsSL: lab5 pliki> for i in {1..12}; do time openssl dgst -shal

file 1MB.txt; done

43d90d029d1ad2c22d1f8aad9aad67c3ab938ab9

43d90d029d1ad2c22d1f8aad9aad67c3ab938ab9

43d90d029d1ad2c22d1f8aad9aad67c3ab938ahb9

43d90d029d1ad2c22d1f8aad9aad67c3ab938ahb9

43d90d029d1ad2c22d1f8aad9aad67c3ab938ab9

43d90d029d1ad2c22d1f8aad9aad67c3ab938ab9

43d90d029d1ad2c22d1f8aad9aad67c3ab938ab9

43d90d029d1ad2c22d1f8aad9aad67c3ab938ab9

SHA1(file 1IMB.txt)= a09e312fddb0fObe72dd3285d979fe32744fa59%a

real Om0O.032s
user OmO.000s
Sys 0m0.031s

SHA1(file 1MB.txt)= a09e312fddb0fObe72dd3285d979fe32744fa59%a

real OmO.025s
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user Om0.031s
Sys OmoO.000s
SHA1(file 1MB.txt)=

real OmO.017s
user Om0.016s
Sys OmoO.000s
SHA1(file 1MB.txt)=

real OmO.018s
user Om0.016s
Sys OmoO.000s
SHA1(file 1MB.txt)=

real Om0.017s
user Om0.016s
Sys OmoO.000s
SHA1(file 1MB.txt)=

real Om0O.019s
user OmO.000s
Sys OmO.016s
SHAl(file 1MB.txt)=

real OmoO.020s
user OmO.000s
Sys OmO.016s
SHAl(file 1MB.txt)=

real OmO.016s
user Om0.016s
Sys Om0.000s
SHAl(file 1MB.txt)=

real OmO.019s
user Om0.000s
Sys 0m0.016s
SHAl(file 1MB.txt)=

real OmO.018s
user Om0.000s
Sys Om0.016s
SHA1(file 1MB.txt)=

real OmO.019s
user Om0.000s
Sys OmO.016s
SHA1(file 1MB.txt)=

real OmO.019s
user OmO.000s

a09e312fddb0fObe72dd3285d979fe32744fa59a

a09e312fddbOfObe72dd3285d979fe32744fa59a

a09e312fddbOfObe72dd3285d979fe32744fa59a

a09e312fddbOfObe72dd3285d979fe32744fa59a

a09e312fddb0fObe72dd3285d979fe32744fa59a

a09e312fddbO0fObe72dd3285d979fe32744fa59a

a09e312fddb0f0Obe72dd3285d979fe32744fa59a

a09e312fddb0f0Obe72dd3285d979fe32744fa59a

a09e312fddb0f0Obe72dd3285d979fe32744fa59a

a09e312fddb0f0Obe72dd3285d979fe32744fa59a
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Sys OmO.016s

root@wsSL: lab5 pliki> for i in {1..12}; do time openssl dgst -shal
file 10MB.txt; done

SHA1(file 10MB.txt)= 9152bc8el3eb8cl7e56e51bal5d71laaaa39%a2fel

real Omo.065s
user Om0.031s
Sys Omo.031s
SHA1(file 10MB.txt)= 9152bc8el3eb8cl7e56e51bal5d71laaaa3%a2fel

real Omo.048s
user Om0O.047s
Sys OmoO.000s
SHA1(file 10MB.txt)= 9152bc8el3eb8cl7e56e51bal5d71aaaa3%9a2fel

real OmO.055s
user OmO.016s
Sys Omo.031s
SHA1(file 10MB.txt)= 9152bc8el3eb8cl7e56e51bal5d71aaaa3%9a2fel

real Om0O.051s
user 0mO.047s
Sys OmoO.000s
SHA1(file 10MB.txt)= 9152bc8el3eb8cl7e56e51bal5d71aaaa39a2fel

real 0m0O.048s
user 0mO.016s
Sys 0mO.031s
SHA1(file 10MB.txt)= 9152bc8el3eb8cl7e56e51bal5d71aaaa39%9a2fel

real Om0.050s
user OmoO.000s
Sys 0mo.047s
SHA1(file 10MB.txt)= 9152bc8el3eb8cl7e56e51bal5d71aaaa39a2fel

real Om0.049s
user OmoO.000s
Sys 0mo.047s
SHA1(file 10MB.txt)= 9152bc8el3eb8cl7e56e51bal5d71laaaa39a2fel

real OmO.046s
user OmO.031s
Sys Om0.016s
SHA1(file 10MB.txt)= 9152bc8el3eb8cl7e56e51bal5d71laaaa39a2fel

real Om0.047s
user OmO.031s
Sys Om0.000s
SHA1(file 10MB.txt)= 9152bc8el3eb8cl7e56e51bal5d71laaaa39a2fel

real OmO.051s
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user Om0.031s
Sys Omo.031s

SHA1(file 10MB.txt)= 9152bc8el3eb8cl7e56e51bal5d71aaaa3%a2fel

real OmO.053s
user Om0.031s
Sys OmO.016s

SHA1(file 10MB.txt)= 9152bc8el3eb8cl7e56e51bal5d71aaaa3%a2fel

real OmO.059s
user OmO.016s
Sys 0mo.047s

root@wsSL: lab5 pliki> for i in {1..12}; do time openssl dgst -shal

file 100MB.txt; done

SHA1(file 100MB.txt)= ca0386620ae9dc54e7d8c79d829c61lca7e4a586d

real Om0O.357s
user Om0O.203s
Sys 0mo.141s

SHA1(file 100MB.txt)=

real Om0O.313s
user OmO.203s
Sys OmoO.109s

SHA1(file 100MB.txt)=

real Om0O.312s
user OmO.141s
Sys Omo.172s

SHA1(file 100MB.txt)=

real Om0O.344s
user OmO.172s
Sys OmoO.156s

SHA1(file 100MB.txt)=

real OmO.313s
user OmO.203s
Sys OmoO.109s

SHA1(file 100MB.txt)=

real Om0O.306s
user OmO.172s
Sys 0mo.141s

SHA1(file 100MB.txt)=

real Om0O.306s
user OmO.188s
Sys OmoO.109s

SHA1(file 100MB.txt)=

ca0386620ae9dc54e7d8c79d829c61ca7e4a586d

ca0386620ae9dc54e7d8c79d829c61ca7e4a586d

ca0386620ae9dc54e7d8c79d829c61ca7e4a586d

ca0386620ae9dc54e7d8c79d829c61ca7e4a586d

ca0386620ae9dc54e7d8c79d829c61ca7e4a586d

ca0386620ae9dc54e7d8c79d829c61lca7e4a586d

ca0386620ae9dc54e7d8c79d829cblca7e4a586d
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real Om0O.343s
user OmO.172s
Sys OmO.156s

SHA1(file 100MB.txt)= ca0386620ae9dc54e7d8c79d829c61lca7e4a586d

real Om0O.318s
user OmO.141s
Sys Omo.172s

SHA1(file 100MB.txt)= ca0386620ae9dc54e7d8c79d829c61lca7e4a586d

real OmO.463s
user OmO.188s
Sys OmoO.188s

SHA1(file 100MB.txt)= ca0386620ae9dc54e7d8c79d829c61lca7e4a586d

real Om0O.438s
user OmO.188s
Sys 0mo.234s

SHA1(file 100MB.txt)= ca0386620ae9dc54e7d8c79d829c61lca7e4a586d

real Om0O.370s
user OmO.109s
Sys 0moO.234s

root@wsSL: lab5 pliki> for i in {1..12}; do time openssl dgst -ripemdl60

file 100KB.txt; done

RIPEMD-160(file 100KB.txt)= 07401aa0d95727840474b7b898c3aa2d760211d8

real OmO.029s
user OmO.000s
Sys Omo.031s

RIPEMD-160(file 100KB.txt)= 07401aa0d95727840474b7b898c3aa2d760211d8

real OmO.027s
user OmO.016s
Sys Omo.031s

RIPEMD-160(file 100KB.txt)= 07401aa0d95727840474b7b898c3aa2d760211d8

real OmO.021s
user OmO.000s
Sys OmO.016s

RIPEMD-160(file 100KB.txt)= 07401aa0d95727840474b7b898c3aa2d760211d8

real Om0.013s
user OmO.000s
Sys OmO.016s

RIPEMD-160(file 100KB.txt)= 07401aa0d95727840474b7b898c3aa2d760211d8

real Om0.016s
user OmO.000s
Sys OmoO.000s

RIPEMD-160(file 100KB.txt)= 07401aa@d95727840474b7b898c3aa2d760211d8
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real
user
sys

RIPEMD-160(file 100KB.

real
user
sys

RIPEMD-160(file 100KB.

real
user
Sys

RIPEMD-160(file 100KB.

real
user
Sys

RIPEMD-160(file 100KB.

real
user
Sys

RIPEMD-160(file 100KB.

real
user
Sys

RIPEMD-160(file 100KB.

real
user
sys

root@wSL: lab5 pliki> for i in {1..12}; do time openssl dgst -ripemdl60

Om0.017s
OmO.000s
OmO.016s

OmO.015s
OmO.000s
OmO.031s

Om0.017s
OmO.000s
OmO.000s

OmO.016s
OmO.000s
OmO.016s

OmO.016s
OmO.016s
OmO.000s

OmO.016s
OmO.000s
OmO.016s

Om0.014s
OmO.000s
OmO.016s

file 1IMB.txt; done
RIPEMD-160(file 1MB.txt)= 2dcbcal4ldbacce6526201ded225b2c6fd3109bb

real
user
Sys

Om0O.033s
OmO.016s
OmO.016s

txt)=

txt)=

txt)=

txt)=

txt)=

txt)=

07401220d95727840474b7b898c3aa2d760211d8

07401220d95727840474b7b898c3aa2d760211d8

07401220d95727840474b7b898c3aa2d760211d8

07401220d95727840474b7b898c3aa2d760211d8

074012a0d95727840474b7b898c3aa2d760211d8

07401aa0d95727840474b7b898c3aa2d760211d8

RIPEMD-160(file 1MB.txt)= 2dcbcal4ldbacce6526201ded225b2c6Td3109bb

real
user
Sys

Om0.027s
OmO.016s
OmO.016s

RIPEMD-160(file 1MB.txt)= 2dcbcal4ldbacce6526201ded225b2c6Td3109bb

real
user
Sys

Om0.022s
OmO.000s
OmO.016s
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RIPEMD-

real
user
sys

RIPEMD-

real
user
sys

RIPEMD-

real
user
sys

RIPEMD -

real
user
Sys

RIPEMD -

real
user
Sys

RIPEMD -

real
user
Sys

RIPEMD -

real
user
Sys

RIPEMD -

real
user
Sys

RIPEMD-

real
user
sys

root@wSL: lab5 pliki> for i in {1..12}; do time openssl dgst -ripemdl60

160(file 1MB.

Om0.022s
OmO.016s
OmO.016s

160(file 1MB.

Om0.021s
OmO.000s
OmO.016s

160 (file 1MB.

OmO.019s
OmO.016s
OmO.000s

160(file 1MB.

OmO.021s
OmO.000s
OmO.016s

160(file 1MB.

OmO.022s
OmO.016s
OmO.000s

160 (file 1MB.

OmO.023s
OmO.016s
OmO.000s

160 (file 1MB.

Om0.021s
OmO.016s
OmO.016s

160(file 1MB.

OmO.024s
OmO.000s
OmO.016s

160(file 1MB.

OmO.023s
OmO.016s
OmO.016s

file 10MB.txt; done

RIPEMD-160(file 10MB.txt)= 97b4b834657a6a54e3a4eb8817ba9673c7574b20

real
user

Om0O.091s
OmO.078s

txt)=

txt)=

txt)=

txt)=

txt)=

txt)=

txt)=

txt)=

txt)=

2dcbcal4ldbacceb526201ded225b2c6fd3109bb

2dcbcal4ldbacceb526201ded225b2c6fd3109bb

2dcbcal4ldb6acce6526201ded225b2c6td3109bb

2dcbcal4ldb6acce6526201ded225b2c6td3109bb

2dcbcald4ldbacceb6526201ded225b2c6fd3109bb

2dcbcald4ldbacceb6526201ded225b2c6fd3109bb

2dcbcald4ldbacceb6526201ded225b2c6fd3109bb

2dcbcald4ld6acce6526201ded225b2c6fd3109bb

2dcbcal4ldbacce6526201ded225b2c6fd3109bb
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sys

RIPEMD-

real
user
sys

RIPEMD-

real
user
sys

RIPEMD-

real
user
sys

RIPEMD-

real
user
sys

RIPEMD -

real
user
sys

RIPEMD -

real
user
Sys

RIPEMD -

real
user
Sys

RIPEMD -

real
user
Sys

RIPEMD -

real
user
Sys

RIPEMD -

real
user
Sys

OmO.016s

160 (file 160MB.

Om0.072s
OmO.063s
OmO.016s

160 (file 10MB.

OmO.084s
Om0O.047s
Om0.031s

160 (file 10MB.

Om0.074s
OmO.063s
OmO.016s

160 (file 10MB.

OmO.083s
OmO.063s
OmO.016s

160 (file 10MB.

OmO.101s
Om0.047s
OmO.063s

160 (file 10MB.

OmO.082s
Om0.031s
Om0O.047s

160(file 10MB.

Om0O.078s
OmO.047s
Om0.031s

160(file 10MB.

OmO.075s
Om0O.047s
Om0.031s

160(file 10MB.

OmO.081s
Om0O.078s
OmO.000s

160(file 10MB.

Om0.074s
OmO.063s
OmO.016s

txt)=

txt)=

txt)=

txt)=

txt)=

txt)=

txt)=

txt)=

txt)=

txt)=

97b4b834657a6a54e3a4eb8817ba9673¢c7574b20

97b4b834657a6a54e3a4eb8817ba9673¢c7574b20

97b4b834657a6a54e3a4eb8817ba9673¢c7574b20

97b4b834657a6a54e3a4eb8817ba9673¢c7574b20

97b4b834657a6a54e3a4eb8817ba9673¢c7574b20

97b4b834657a6a54e3a4eb8817ba9673¢c7574b20

97b4b834657a6a54e3a4eb8817ba9673¢c7574b20

97b4b834657a6a54e3a4eb8817ba9673¢c7574b20

97b4b834657a6a54e3a4eb8817ba9673c7574b20

97b4b834657a6a54e3a4eb8817ba9673c7574b20
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RIPEMD-160(file 10MB.txt)= 97b4b834657a6a54e3a4eb8817ba9673c7574b20

real Om0.077s
user OmO.078s
Sys OmoO.000s

root@wsSL:lab5 pliki> for i in {1..12}; do time openssl dgst -ripemdl60

file 100MB.txt; done

RIPEMD-160(file 100MB.txt)=

real Om0O.590s
user OmO.391s
Sys OmoO.156s

RIPEMD-160(file 100MB.txt)=

real Om0.602s
user OmO.438s
Sys OmoO.156s

RIPEMD-160(file 100MB.txt)=

real OmO.598s
user OmO.375s
Sys 0mo.203s

RIPEMD-160(file 100MB.txt)=

real Om0O.579s
user OmO.500s
Sys OmO.063s

RIPEMD-160(file 100MB.txt)=

real Om0O.599s
user Om0.484s
Sys 0mO.125s

RIPEMD-160(file 100MB.txt)=

real Om0O.578s
user Om0O.453s
Sys OmO.125s

RIPEMD-160(file 100MB.txt)=

real OmO.613s
user OmO.438s
Sys OmO.156s

RIPEMD-160(file 100MB.txt)=

real OmO.738s
user Om0O.484s
Sys OmoO.125s

RIPEMD-160(file 100MB.txt)=

real Om0O.642s
user OmO.406s

dd1d60985cb5d1fed4ca74edbfeb7eff8la3fcob0

dd1d60985cb5d1fed4ca74ed4bfeb7eff8la3fcob0

dd1d60985cb5d1fed4ca74edbfeb7eff8la3fcob0

dd1d60985cb5d1fed4ca74ed4bfeb7eff8la3fcob0

dd1d60985cb5d1fed4ca74ed4bfeb7eff8la3fcob0

dd1d60985ch5d1fed4ca74ed4bfeb7eff8la3fcobO

dd1d60985ch5d1fed4ca74edbfeb7eff81la3fcobO

dd1d60985ch5d1fed4ca74edbfeb7eff81la3fcob0

dd1d60985cbh5d1fed4ca74edbfeb7eff81la3fcob0
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Sys 0mo.203s
RIPEMD-160(file 100MB.txt)= dd1d60985cb5d1lfed4ca74ed4bfe67eff81la3fc6bO

real OmO.598s
user 0mo.422s
Sys 0mo.172s
RIPEMD-160(file 100MB.txt)= dd1d60985cb5d1lfed4ca74ed4bfe67eff8la3fc6bO

real 0m0.583s
user OmoO.406s
Sys 0mo.172s
RIPEMD-160(file 100MB.txt)= dd1d60985cb5d1lfed4ca74ed4bfe67eff8la3fc6bO

real Omo.599s

user OmO.516s

Sys OmO.078s

root@wsSL:lab5 pliki> for i in {1..12}; do time openssl dgst -sha256
file 100KB.txt; done

SHA2-256(file 100KB.txt)=
b358773a3fabeb9d5b89d6b0ac2488c9f87dcOb2f079¢c49d9c9505f71a7a4fb6

real Omo.028s

user 0m0.016s

Sys Omo.016s

SHA2-256(file 100KB.txt)=
b358773a3fabeb9d5b89d6b0ac2488c9f87dcOb2f079c49d9¢c9505f71a7a4fb6

real OmoO.020s

user Om0.000s

Sys OmO.016s

SHA2-256(file 100KB.txt)=
b358773a3fabeb9d5b89d6b0ac2488c9f87dcOb2f079c49d9¢c9505f71a7a4fb6

real OmO.019s

user Om0.000s

Sys OmO.016s

SHA2-256(file 100KB.txt)=
b358773a3fabeb9d5b89d6b0ac2488c9f87dcOb2f079c49d9¢c9505f71a7a4fb6

real OmO.014s

user Om0.016s

Sys Om0.000s

SHA2-256(file 100KB.txt)=
b358773a3fabeb9d5b89d6b0ac2488c9f87dcOb2f079c49d9¢c9505f71a7a4fb6

real OmO.014s

user Om0.000s

Sys Om0.000s

SHA2-256(file 100KB.txt)=
b358773a3fabeb9d5b89d6b0ac2488c9f87dcOb2f079c49d9¢c9505f71a7a4fb6
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real Om0.014s

user Om0.000s

Sys Om0.000s

SHA2-256(file 100KB.txt)=
b358773a3fabeb9d5b89d6b0ac2488c9f87dcOb2f079c49d9¢c9505f71a7a4fb6

real OmO.013s

user Om0.000s

Sys Om0.000s

SHA2-256(file 100KB.txt)=
b358773a3fabeb9d5b89d6b0ac2488c9f87dcOb2f079c49d9¢c9505f71a7a4fb6

real OmoO.020s

user Om0.000s

Sys Om0.016s

SHA2-256(file 100KB.txt)=
b358773a3fabeb9d5b89d6b0ac2488c9f87dcOb2f079c49d9¢c9505f71a7a4fb6

real OmO.015s

user OmO.000s

Sys Om0.000s

SHA2-256(file 100KB.txt)=
b358773a3fabeb9d5b89d6b0ac2488c9f87dcOb2f079c49d9c9505f71a7a4fb6

real OmO.017s

user OmO.016s

Sys OmoO.000s

SHA2-256(file 100KB.txt)=
b358773a3fabeb9d5b89d6b0ac2488c9f87dcOb2f079c49d9c9505f71a7a4fb6

real Om0.016s

user OmO.000s

Sys OmO.016s

SHA2-256(file 100KB.txt)=
b358773a3fabeb9d5b89d6b0ac2488c9f87dcOb2f079c49d9c9505f71a7a4fb6

real OmO.018s

user OmO.016s

Sys OmoO.000s

root@wsSL: lab5 pliki> for i in {1..12}; do time openssl dgst -sha256
file 1IMB.txt; done

SHA2-256(file 1MB.txt)=
d04a5db034681193806928f8db7765b9062b1lee2168c3726868f076e8a2523al

real OmoO.066s

user Om0.016s

Sys OmO.016s

SHA2-256(file 1MB.txt)= d04a5db034681193806928f8db7765b9062blee?
168c3726868f076e8a2523al

real OmO.022s
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user Om0.000s

Sys OmO.016s

SHA2-256(file 1MB.txt)= d04a5db034681193806928f8db7765b9062blee?2
168c3726868f076e8a2523al

real OmO.018s

user Om0.000s

Sys OmO.016s

SHA2-256(file 1MB.txt)= d04a5db034681193806928f8db7765b9062blee?2
168c3726868f076e8a2523al

real OmO.025s

user Om0.016s

Sys 0m0.016s

SHA2-256(file 1MB.txt)= d04a5db034681193806928f8db7765b9062blee?2
168c3726868f076e8a2523al

real OmO.023s

user Om0.000s

Sys OmoO.000s

SHA2-256(file 1MB.txt)= d04a5db034681193806928f8db7765b9062blee?2
168c3726868f076e8a2523al

real Omo.023s

user Om0.000s

Sys Om0.016s

SHA2-256(file 1MB.txt)= d04a5db034681193806928f8db7765b9062blee?2
168c3726868f076e8a2523al

real OmO.025s

user Om0.000s

Sys 0m0.016s

SHA2-256(file 1IMB.txt)= d04a5db034681193806928f8db7765b9062blee?2
168c3726868f076e8a2523al

real OmO.025s

user OmO.016s

Sys OmoO.000s

SHA2-256(file 1MB.txt)= d04a5db034681193806928f8db7765b9062blee?2
168c3726868f076e8a2523al

real Omo.026s

user OmO.016s

Sys OmO.016s

SHA2-256(file 1MB.txt)= d04a5db034681193806928f8db7765b9062blee?2
168c3726868f076e8a2523al

real Om0.027s
user OmO.000s
Sys 0mo.031s
SHA2-256(file 1MB.txt)= d04a5db034681193806928f8db7765b9062blee?2
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168c3726868f076e8a2523al

real OmO.025s

user OmO.016s

Sys OmoO.000s

SHA2-256(file 1MB.txt)= d04a5db034681193806928f8db7765b9062blee?2
168c3726868f076e8a2523al

real OmO.026s
user OmO.000s
Sys 0mo.031s

root@wsSL: lab5 pliki> for i in {1..12}; do time openssl dgst -sha256

file 10MB.txt; done
SHA2-256(file 10MB.txt)=
957e217928c80e45c8985425fb233¢c8931999554174630b5988a2c8eb9654485

real Om0O.118s

user Om0.078s

Sys 0mo.047s

SHA2-256(file 10MB.txt)=
957e217928c80e45c89854251fb233¢c8931999554174630b5988a2c8eb9654485

real Om0O.067s

user Om0.016s

Sys 0m0.047s

SHA2-256(file 10MB.txt)=
957e217928c80e45c8985425tb233¢c8931999554174630b5988a2c8eb9654485

real OmO.070s

user 0m0.031s

Sys 0m0.047s

SHA2-256(file 10MB.txt)=
957e217928c80e45c8985425tbh233¢c8931999554174630b5988a2¢c8eb9654485

real OmO.066s

user Om0.000s

Sys 0m0.047s

SHA2-256(file 10MB.txt)=
957e217928c80e45c89854251tbh233¢c8931999554174630b5988a2¢c8eb9654485

real OmoO.088s

user Om0.016s

Sys 0m0.047s

SHA2-256(file 10MB.txt)=
957e217928c80e45c8985425th233¢c8931999554174630b5988a2¢c8eb9654485

real OmoO.092s

user Om0O.031s

Sys 0mo.047s

SHA2-256(file 10MB.txt)=
957e217928c80e45c8985425th233¢c8931999554174630b5988a2¢c8eb9654485
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real 0m0.211s

user 0m0.078s

Sys Om0.000s

SHA2-256(file 10MB.txt)=
957e217928c80e45c8985425tb233¢c8931999554174630b5988a2¢c8eb9654485

real OmO.101s

user Om0O.047s

Sys 0m0.047s

SHA2-256(file 10MB.txt)=
957e217928c80e45c8985425th233¢c8931999554174630b5988a2¢c8eb9654485

real OmoO.084s

user OmO.031s

Sys 0mo.047s

SHA2-256(file 1OMB.txt)=
957e217928c80e45c8985425tbh233¢c8931999554174630b5988a2¢c8eb9654485

real Om0O.096s

user OmoO.047s

Sys OmO.031s

SHA2-256(file 10OMB.txt)=
957e217928c80e45c8985425th233¢c8931999554174630b5988a2¢c8eb9654485

real Om0.101s

user Om0.078s

Sys 0mO.031s

SHA2-256(file 10MB.txt)=
957e217928c80e45c89854251th233¢c8931999554174630b5988a2c8eb9654485

real OmO.119s

user Omo.063s

Sys OmO.016s

root@wsSL: lab5 pliki> for i in {1..12}; do time openssl dgst -sha256
file 100MB.txt; done

SHA2-256(file 100MB.txt)=
fc9fcb2f436d19bb7¢c10e31417877562d376cdba9b3849f6febeb2b70e42c044

real OmO.547s

user 0m0.375s

Sys 0mO.172s

SHA2-256(file 100MB.txt)=
fc9fcb2f436d19bb7c10e31417877562d376cdba9b3849f6febeb2b70e42c044

real Om0.498s

user 0m0.406s

Sys 0m0.094s

SHA2-256(file 100MB.txt)=
fc9fcb2f436d19bb7c10e31417877562d376cdba9b3849f6febeb2b70e42c044

made by Kacper Ostrowski 25/39



2025/07/04 07:59 26/39 Security: Funkcje skrétu - hash functions

real OmO.664s

user 0m0.453s

Sys 0mO.109s

SHA2-256(file 100MB.txt)=
fc9fcb2f436d19bb7c10e31417877562d376cdba9b3849f6febeb2b70e42c044

real OmO.596s

user 0mo0.344s

Sys OmO.188s

SHA2-256(file 100MB.txt)=
fc9fcb2f436d19bb7c10e31417877562d376cdba9b3849f6febeb2b70e42c044

real OmO.528s

user 0m0.406s

Sys 0mO.125s

SHA2-256(file 100MB.txt)=
fc9fcb2f436d19bb7c10e31417877562d376cdba9b3849f6febeb2b70e42c044

real 0m0.493s

user Om0O.344s

Sys OmO.156s

SHA2-256(file 100MB.txt)=
fc9fcb2f436d19bb7c10e31417877562d376cdba9b3849f6febeb2b70e42c044

real OmO.531s

user Om0O.359s

Sys OmoO.156s

SHA2-256(file 100MB.txt)=
fc9fcb2f436d19bb7c10e31417877562d376cdba9b3849f6febeb2b70e42c044

real OmO.502s

user Om0O.359s

Sys Omo.141s

SHA2-256(file 100MB.txt)=
fc9fcb2f436d19bb7c10e31417877562d376cdba9b3849f6febeb2b70e42c044

real Om0.517s

user Om0.391s

Sys Omo.125s

SHA2-256(file 100MB.txt)=
fc9fcb2f436d19bb7c10e31417877562d376cdba9b3849f6febeb2b70e42c044

real Om0.499s

user Om0.391s

Sys OmoO.109s

SHA2-256(file 100MB.txt)=
fc9fcb2f436d19bb7c10e31417877562d376cdba9b3849f6febeb2b70e42c044

real OmO.516s
user OmO.344s
Sys Omo.172s
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SHA2-256(file 100MB.txt)=
fc9fcb2f436d19bb7c10e31417877562d376cdba9b3849f6febeb2b70e42c044

real Om0.535s

user 0m0.422s

Sys OmoO.109s

root@wsSL: lab5 pliki> for i in {1..12}; do time openssl dgst -sha512
file 100KB.txt; done

SHA2-512(file 100KB.txt)=
5dcf54ef21315def5e4000cb6cb2cfbaf6f7bd870be26adca326cce4e608d5¢cl7
154f3b0d1lcbe4da54ff4894a82e88efddb6649a5bd4aecaldebl3e944d4cld76f1

real OmoO.350s

user Om0.000s

Sys 0m0.031s

SHA2-512(file 100KB.txt)=
5dcf54ef21315def5e4000cb6cb2cfbaf6f7bd870be26ad4ca326cce4e608d5¢cl7
15413b0d1lcbedda54ff4894a82e88efddb6649a5b4aealdebl3e944d4cld76f1

real Om0O.030s

user OmO.000s

Sys OmO.031s

SHA2-512(file 100KB.txt)=
5dcf54ef21315def5e4000c6ch2cfb6af6f7bd870be26ad4ca326cce4e608d5¢cl7
15413b0d1lcbed4da54ff4894a82e88efddb6649a5b4aealdebl3e944d4cld76f1

real Omo.022s

user Om0.000s

Sys OmO.016s

SHA2-512(file 100KB.txt)=
5dcf54ef21315def5e4000c6ch2cfb6af6f7bd870be26a4ca326cce4e608d5¢cl7
154f3b0d1cbed4da54ff4894a82e88efddb6649a5b4aealdebl3e944d4cld76f1

real Om0.022s

user Om0.000s

Sys OmO.016s

SHA2-512(file 100KB.txt)=
5dcf54ef21315def5e4000cb6cb2cfbaf6f7bd870be26adca326cce4e608d5¢cl7
154f3b0d1lcbe4da54ff4894a82e88efddb6649a5b4aecaldebl3e944d4cld76f1

real OmO.018s

user Om0.016s

Sys Om0.016s

SHA2-512(file 100KB.txt)=
5dcf54ef21315def5e4000cb6cb2cf6af6f7bd870be26ad4ca326cce4e608d5¢cl7
154f3b0d1lcbedda54ff4894a82e88efddb6649a5b4aealdebl3e944d4cld76f1

real Om0.018s
user OmO.000s
Sys OmO.016s
SHA2-512(file 100KB.txt)=
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5dcf54ef21315def5e4000c6cb2cf6af6f7bd870be26ad4ca326cce4e608d5¢cl7
154f3b0d1cbed4dab4ff4894a82e88efddb6649a5b4aealdebl3e944d4cld76T1

real Om0.016s

user Om0.016s

Sys Omo.000s

SHA2-512(file 100KB.txt)=
5dcf54ef21315def5e4000c6ch2cfb6af6f7bd870be26a4ca326cce4e608d5¢cl7
154f3b0d1cbed4da54ff4894a82e88efddb6649a5b4aealdebl3e944d4cl1d76f1

real OmO.016s

user Om0.000s

Sys OmO.016s

SHA2-512(file 100KB.txt)=
5dcf54ef21315def5e4000cb6cb2cfbaf6f7bd870be26adca326ccede608d5¢cl7
154f3b0d1cbe4da54ff4894a82e88efddb6649a5bd4aecaldebl3e944d4c1d76f1

real OmO.016s

user Om0.000s

Sys OmO.016s

SHA2-512(file 100KB.txt)=
5dcf54ef21315def5e4000cb6cb2cfbaf6f7bd870be26adca326cce4e608d5¢cl7
15413b0d1lcbedda54ff4894a82e88efddb6649a5b4aealdebl3e944d4cld76f1

real OmO.015s

user OmO.000s

Sys OmoO.000s

SHA2-512(file 100KB.txt)=
5dcf54ef21315def5e4000c6ch2cfb6af6f7bd870be26a4ca326cce4e608d5¢cl7
15413b0d1lcbed4da54ff4894a82e88efddb6649a5b4aealdebl3e944d4cld76f1

real Om0.016s

user Om0.016s

Sys OmoO.000s

SHA2-512(file 100KB.txt)=
5dcf54ef21315def5e4000c6ch2cfb6af6f7bd870be26ad4ca326cce4e608d5¢cl7
154f3b0d1cbed4da54ff4894a82e88efddb6649a5b4aealdebl3e944d4cl1d76f1

real OmO.015s

user Om0.016s

Sys OmoO.000s

root@wsSL: lab5 pliki> for i in {1..12}; do time openssl dgst -sha512
file 1MB.txt; done

SHA2-512(file 1MB.txt)=
89ae34f1f88b0e8dc68145ec2cd8e3b4b71110b776a614a223cde@cd0ee28190
5d1027d29bba21ea8818f3ab21255¢c3f0fe97ec72a7a31612e9815585341ddc2

real Om0.021s
user Om0.016s
Sys OmoO.000s
SHA2-512(file 1MB.txt)=
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89ae34f1f88b0eB8dc68145ec2cd8e3b4b71110b776a614a223cde@cdOee28190
5d1027d29bba21ea8818f3ab21255c3f0fe97ec72a7a31612e9815585341ddc?2

real Om0.028s

user Om0.016s

Sys Omo.000s

SHA2-512(file 1MB.txt)=
89ae34f1f88b0e8dc68145ec2cd8e3b4b71110b776a614a223cde@cd0ee28190
5d1027d29bba21ea8818f3ab21255¢c3f0fe97ec72a7a31612e9815585341ddc?2

real OmoO.024s

user Om0.000s

Sys OmO.016s

SHA2-512(file 1MB.txt)=
89ae34f1f88b0e8dc68145ec2cd8e3b4b71110b776a614a223cde@cdOee28190
5d1027d29bba21ea8818f3ab21255¢c3f0fe97ec72a7a31612e9815585341ddc2

real OmO.023s

user 0m0.016s

Sys OmO.016s

SHA2-512(file 1MB.txt)=
89ae341f1f88b0e8dc68145ec2cd8e3b4b71110b776a614a223cde@cd0ee28190
5d1027d29bba21ea8818f3ab21255¢c3f0fe97ec72a7a31612e9815585341ddc2

real OmO.023s

user OmO.000s

Sys OmO.016s

SHA2-512(file 1MB.txt)=
89ae34f1f88b0e8dc68145ec2cd8e3b4b71110b776a614a223cde@cdOee28190
5d1027d29bba21ea8818f3ab21255¢c3f0fe97ec72a7a31612e9815585341ddc2

real Om0.019s

user Om0.016s

Sys OmO.016s

SHA2-512(file 1MB.txt)=
89ae34f1f88b0e8dc68145ec2cd8e3b4b71110b776a614a223cde@cd0ee28190
5d1027d29bba21ea8818f3ab21255¢c3f0fe97ec72a7a31612e9815585341ddc2

real OmO.018s

user Om0.000s

Sys OmO.016s

SHA2-512(file 1MB.txt)=
89ae34f1f88b0e8dc68145ec2cd8e3b4b71110b776a614a223cde@cdOee28190
5d1027d29bba21ea8818f3ab21255¢c3f0fe97ec72a7a31612e9815585341ddc2

real OmoO.020s

user 0m0.016s

Sys Om0.000s

SHA2-512(file 1MB.txt)=
89ae34f1f88b0e8dc68145ec2cd8e3b4b71110b776a614a223cde@cdOee28190
5d1027d29bba21ea8818f3ab21255¢c3f0fe97ec72a7a31612e9815585341ddc2
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real Omo.022s

user Om0.000s

Sys 0m0.031s

SHA2-512(file 1MB.txt)=
89ae34f1f88b0e8dc68145ec2cd8e3b4b71110b776a614a223cde@cdOee28190
5d1027d29bba21ea8818f3ab21255¢c3f0fe97ec72a7a31612e9815585341ddc2

real Om0.024s

user OmO.000s

Sys OmoO.000s

SHA2-512(file 1MB.txt)=
89ae34f1f88b0e8dc68145ec2cd8e3b4b71110b776a614a223cde@cd0ee28190
5d1027d29bba21ea8818f3ab21255c3f0fe97ec72a7a31612e9815585341ddc2

real OmO.017s

user Om0.000s

Sys Omo.016s

SHA2-512(file 1MB.txt)=
89ae34f1f88b0e8dc68145ec2cd8e3b4b71110b776a614a223cde@cdOee28190
5d1027d29bba21ea8818f3ab21255¢c3f0fe97ec72a7a31612e9815585341ddc2

real Om0.021s

user Om0.000s

Sys 0m0.016s

root@wsSL: lab5 pliki> for i in {1..12}; do time openssl dgst -sha512

file 10MB.txt; done

SHA2-512(file 10MB.txt)=
delc89088577ccc89bd7fae0859577d4598385d4d71f0f49effcaecd9bdald6f94da5395d163
b368c2887badc1f98749d49e6b659831d3616db62c086cT96867

real Om0.083s

user Om0.031s

Sys 0mo.047s

SHA2-512(file 1OMB.txt)=
delc89088577ccc89bd7fae0859577d4598385d4d71f0f49effcaecd9bdald6f94da5395d163
b368c2887badc1f98749d49e6b659831d3616db62c086cf96867

real Omo.057s

user 0m0.047s

Sys OmoO.000s

SHA2-512(file 10OMB.txt)=
delc89088577ccc89bd7fae0859577d4598385d4d71f0f49effcaecd9bdald6f94da5395d163
b368c2887badc1f98749d49e6b659831d3616db62c086cTf96867

real Omo.062s

user 0m0.016s

Sys 0m0.047s

SHA2-512(file 10OMB.txt)=
delc89088577ccc89bd7fae0859577d4598385d4d71f0f49effcaecd9bdald6f94da5395d163
b368c2887badc1f98749d49e6b659831d3616db62c086cf96867
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real OmoO.055s

user 0m0.047s

Sys 0m0.016s

SHA2-512(file 10OMB.txt)=
delc89088577ccc89bd7fae0859577d4598385d4d71f0f49effcaecd9bdald6f94da5395d163
b368c2887badc1f98749d49e6b659831d3616db62c086cf96867

real OmO.059s

user OmO.016s

Sys 0mo.047s

SHA2-512(file 10MB.txt)=
delc89088577ccc89bd7fae0859577d4598385d4d71f0f49effcaecd9bdald6f94da5395d163
b368c2887badc1f98749d49e6b659831d3616db62c086cT96867

real OmoO.086s

user Om0O.047s

Sys Omo.016s

SHA2-512(file 10MB.txt)=
del1c89088577ccc89bd7fae0859577d4598385d4d71f0f49effcaecd9bdald6f94da5395d163
b368c2887badc1f98749d49e6b659831d3616db62c086cf96867

real Om0O.112s

user Om0.078s

Sys 0m0.016s

SHA2-512(file 10MB.txt)=
delc89088577ccc89bd7fae0859577d4598385d4d71f0f49effcaecd9bdald6f94da5395d163
b368c2887badc1f98749d49e6b659831d3616db62c086cT96867

real 0m0.214s

user 0m0.078s

Sys 0m0.016s

SHA2-512(file 10OMB.txt)=
delc89088577ccc89bd7fae0859577d4598385d4d71f0f49effcaecd9bdald6f94da5395d163
b368c2887badc1f98749d49e6b659831d3616db62c086cf96867

real OmO.085s

user Om0.047s

Sys Omo.031s

SHA2-512(file 10MB.txt)=
delc89088577ccc89bd7fae0859577d4598385d4d71f0f49effcaecd9bdald6f94da5395d163
b368c2887badc1f98749d49e6b659831d3616db62c086cf96867

real OmO.081s

user Om0.063s

Sys OmO.016s

SHA2-512(file 10MB.txt)=
delc89088577ccc89bd7fae0859577d4598385d4d71f0f49effcaecd9bdald6f94da5395d163
b368c2887badc1f98749d49e6b659831d3616db62c086cf96867

real Om0O.084s
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user Om0.016s

Sys Omo.047s

SHA2-512(file 10MB.txt)=
delc89088577ccc89bd7fae0859577d4598385d4d71f0f49effcaecd9bdald6f94da5395d163
b368c2887badc1f98749d49e6b659831d3616db62c086cf96867

real OmO.085s

user Om0.063s

Sys 0m0.016s

root@wsSL:lab5 pliki> for i in {1..12}; do time openssl dgst -sha512

file 100MB.txt; done

SHA2-512(file 100MB.txt)=
a36f6a029dcf6195926179cdd260e6133e8638a300f83eeaf74589ff639b267837f846108dcf
tb85734da58037dd274013f5a649¢c1d0107b13f8a0872f909ale

real OmO.416s

user Om0O.281s

Sys Omo.125s

SHA2-512(file 100MB.txt)=
a36f6a029dcf6195926179cdd260e6133e8638a300f83eeaf74589ff639b267837f846108dcf
fb85734da58037dd2740131f5a649c1d0107b13f8a0872f909%ale

real Om0O.390s

user 0m0.219s

Sys 0m0.172s

SHA2-512(file 100MB.txt)=
a36t6a029dcf6195926179cdd260e6133e8638a300f83eeaf74589ff639b2678371846108dcf
tb85734da58037dd2740131f5a649c1d0107b13f8a0872f909%ale

real 0m0.433s

user OmO.266s

Sys 0m0.172s

SHA2-512(file 100MB.txt)=
a36t6a029dcf6195926179cdd260e6133e8638a300f83eeaf74589ff639b2678371846108dcf
tb85734da58037dd2740131f5a649c1d0107b13f8a0872f909%ale

real Om0.663s

user 0mo.344s

Sys Omo.125s

SHA2-512(file 100MB.txt)=
a36t6a029dcf6195926179cdd260e6133e8638a300f83eeaf74589ff639b2678371846108dcf
fh85734da58037dd2740131f5a649¢c1d0107b131f8a0872f909%ale

real OmO.587s

user 0m0.375s

Sys OmoO.188s

SHA2-512(file 100MB.txt)=
a36f6a029dcf6195926179cdd260e6133e8638a300f83eeaf74589ff639b2678371846108dcf
fb85734da58037dd2740131f5a649c1d0107b13f8a0872f909%ale

real OmO.452s
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user OmoO.266s

Sys Omo.172s

SHA2-512(file 100MB.txt)=
a36f6a029dcf6195926179cdd260e6133e8638a300f83eeaf74589ff639b267837f846108dcf
fb85734da58037dd2740131f5a649c1d0107b13f8a0872f909%ale

real 0m0.425s

user 0m0.313s

Sys Om0.109s

SHA2-512(file 100MB.txt)=
a3616a029dcf6195926179cdd260e6133e8638a300f83eeaf74589ff639b2678371846108dcf
fb85734da58037dd2740131f5a649c1d0107b13f8a0872f909%ale

real OmoO.394s

user Om0O.250s

Sys 0mo.141s

SHA2-512(file 100MB.txt)=
a36t6a029dcf6195926179cdd260e6133e8638a300f83eeaf74589ff639b2678371846108dcf
fb85734da58037dd2740131f5a649c1d0107b13f8a0872f909%ale

real Om0.411s

user Omo.266s

Sys Omo.125s

SHA2-512(file 100MB.txt)=
a36t6a029dcf6195926179cdd260e6133e8638a300f83eeaf74589ff639b2678371846108dcf
fb85734da58037dd274013f5a649c1d0107b131f8a0872f909%ale

real Om0.422s

user Omo.266s

Sys OmoO.156s

SHA2-512(file 100MB.txt)=
a36f6a029dcf6195926179cdd260e6133e8638a300f83eeaf74589ff639b267837f846108dcf
fb85734da58037dd2740131f5a649c1d0107b13f8a0872f909%ale

real OmoO.398s

user Omo.250s

Sys 0mO.141s

SHA2-512(file 100MB.txt)=
a3616a029dcf6195926179cdd260e6133e8638a300f83eeaf74589ff639b2678371846108dcf
tb85734da58037dd2740131f5a649c1d0107b13f8a0872f909%ale

real Om0O.429s
user OmO.297s

Sys 0mo.141s
root@wSL: lab5 pliki>

Analiza wydajnosci dla kazdego algorytmu

Ponizej zestawiono srednie czasy ,real” (w sekundach) i 95% przedziaty ufnosci dla 12 pomiaréw
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kazdego algorytmu i rozmiaru pliku. Wspdlny wspétczynnik t-Studenta dla 11 stopni swobody:
$t_{0.975,11H\approx2.201$%.

Wzory obliczeniowe

Srednia arytmetyczna

$$\bar{x} \;=\\frac{1}{nHsum_{i=1}"{n}x_i$$

e $x_i$ wartos¢ $i$-tego pomiaru czasu,
* $n$ liczba pomiaréw (w naszym przypadku $n=12$),
e $\bar{x}$ srednia arytmetyczna zestawu pomiaréw.

Odchylenie standardowe probki

$$s \;=\,\sqrt{\frac{1}{n-1}\sum_{i=1}"{n}(x_i - \bar{x})~2}$$

e $x_i$ wartosc $i$-tego pomiaru,

e $\bar{x}$ srednia arytmetyczna pomiaréw,

e $n$ liczba pomiaréw,

» $s$ odchylenie standardowe obliczone dla proby.

Przedziat ufnosci 95%

$$\bar{x} \;\pm\; t_{\alpha/2,\;n-1}\\frac{s}{\sqrt{n}}$$

e $\bar{x}$ srednia arytmetyczna pomiaréw,

e $s$ odchylenie standardowe proby,

e $n$ liczba pomiaréw,

 $\alpha$ poziom istotnosci (tutaj $\alpha=0{,}05$% dla 95% ufnosci),

» $t_{\alpha/2,\;n-1}$ wartosc¢ statystyki t-Studenta dla rozktadu o $n-1$ stopniach swobody
(tutaj $t_{0{,}975,11\approx2{,}2019%),

 $\displaystyle\frac{s} {\sqrt{n}}$ btad standardowy Srednie;.

MD5
100 kB

e Czasy (s): 0.024, 0.019, 0.015, 0.013, 0.015, 0.016, 0.013, 0.013, 0.013, 0.015, 0.013, 0.022
o Srednia: $\bar{x}=0.01592$, odchylenie standardowe: $5=0.00378%
¢ Przedziat ufnosci 95%: $[0.01352,\;0.018321%

1 MB
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e Czasy (s): 0.030, 0.027, 0.020, 0.015, 0.018, 0.017, 0.019, 0.018, 0.019, 0.017, 0.017, 0.018
o Srednia: $\bar{x}=0.01958$, odchylenie standardowe: $5s=0.00440%
¢ Przedziat ufnosci 95%: $[0.01679,\;0.022381%

10 MB

e Czasy (s): 0.064, 0.074, 0.063, 0.046, 0.054, 0.047, 0.046, 0.048, 0.049, 0.052, 0.053, 0.049
* Srednia: $\bar{x}=0.05375$%, odchylenie standardowe: $5=0.00878%
¢ Przedziat ufnosci 95%: $[0.04817,\;0.059331%

100 MB

e Czasy (s): 0.377, 0.329, 0.328, 0.344, 0.320, 0.327, 0.378, 0.459, 0.383, 0.361, 0.325, 0.331
* Srednia: $\bar{x}=0.35517$, odchylenie standardowe: $5=0.04007$
* Przedziat ufnosci 95%: $[0.32971,\;0.38063]$

SHA-1
100 kB

e Czasy (s): 0.024, 0.022, 0.016, 0.019, 0.017, 0.020, 0.037, 0.025, 0.025, 0.023, 0.021, 0.024
* Srednia: $\bar{x}=0.02275$, odchylenie standardowe: $5=0.00540%
e Przedziat ufnosci 95%: $[0.01932,\;0.026181%

1 MB

e Czasy (s): 0.032, 0.025, 0.017, 0.018, 0.017, 0.019, 0.020, 0.016, 0.019, 0.018, 0.019, 0.019
* Srednia: $\bar{x}=0.01992$, odchylenie standardowe: $5=0.00442$
* Przedziat ufnosci 95%: $[0.01711,\;0.022731%

10 MB

e Czasy (s): 0.065, 0.048, 0.055, 0.051, 0.048, 0.050, 0.049, 0.046, 0.047, 0.051, 0.053, 0.059
* Srednia: $\bar{x}=0.05183$, odchylenie standardowe: $5=0.00552%
¢ Przedziat ufnosci 95%: $[0.04832,\;0.055341%

100 MB

e Czasy (s): 0.357, 0.313, 0.312, 0.344, 0.313, 0.306, 0.306, 0.343, 0.318, 0.463, 0.438, 0.370
o Srednia: $\bar{x}=0.34858$, odchylenie standardowe: $5=0.05231%
e Przedziat ufnosci 95%: $[0.31535,\:0.381821%
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RIPEMD-160

100 kB

e Czasy (s): 0.029, 0.027, 0.021, 0.013, 0.016, 0.017, 0.015, 0.017, 0.016, 0.016, 0.016, 0.014
* Srednia: $\bar{x}=0.01808$, odchylenie standardowe: $5=0.00504$
 Przedziat ufnosci 95%: $[0.01488,\;0.021281%

1 MB

e Czasy (s): 0.033, 0.027, 0.022, 0.022, 0.021, 0.019, 0.021, 0.022, 0.023, 0.021, 0.024, 0.023
* Srednia: $\bar{x}=0.02317$, odchylenie standardowe: $5=0.00419%
 Przedziat ufnosci 95%: $[0.02045,\;0.025891%

10 MB

e Czasy (s): 0.091, 0.072, 0.084, 0.074, 0.083, 0.101, 0.082, 0.078, 0.075, 0.081, 0.074, 0.077
* Srednia: $\bar{x}=0.08158$, odchylenie standardowe: $5=0.00870%
¢ Przedziat ufnosci 95%: $[0.07639,\;0.086781%

100 MB

e Czasy (s): 0.590, 0.602, 0.598, 0.579, 0.599, 0.578, 0.613, 0.738, 0.642, 0.598, 0.583, 0.599
* Srednia: $\bar{x}=0.61450$, odchylenie standardowe: $5=0.04909%
¢ Przedziat ufnosci 95%: $[0.58439,\;0.644611%

SHA-256

100 kB

e Czasy (s): 0.028, 0.020, 0.019, 0.014, 0.014, 0.014, 0.013, 0.020, 0.015, 0.017, 0.016, 0.018
o Srednia: $\bar{x}=0.01775$, odchylenie standardowe: $5=0.00425%
e Przedziat ufnosci 95%: $[0.01511,\:0.02039]%

1 MB

e Czasy (s): 0.066, 0.022, 0.018, 0.025, 0.023, 0.023, 0.025, 0.025, 0.026, 0.027, 0.025, 0.026
o Srednia: $\bar{x}=0.02483$, odchylenie standardowe: $5=0.01327$
¢ Przedziat ufnosci 95%: $[0.01893,\;0.03074]%

10 MB

e Czasy (s): 0.118, 0.067, 0.070, 0.066, 0.088, 0.092, 0.211, 0.101, 0.084, 0.096, 0.101, 0.119
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* Srednia: $\bar{x}=0.10167$, odchylenie standardowe: $5=0.03507%
* Przedziat ufnosci 95%: $[0.07639,\;0.12695]$

100 MB

e Czasy (s): 0.547, 0.498, 0.664, 0.596, 0.528, 0.493, 0.531, 0.502, 0.517, 0.499, 0.516, 0.535
* Srednia: $\bar{x}=0.53550$, odchylenie standardowe: $5=0.04933%
¢ Przedziat ufnosci 95%: $[0.50416,\;0.566841%

SHA-512

100 kB

e Czasy (s): 0.350, 0.030, 0.022, 0.022, 0.018, 0.018, 0.016, 0.016, 0.016, 0.016, 0.015, 0.016
o Srednia: $\bar{x}=0.04625$, odchylenie standardowe: $5=0.09575%

1 MB

e Czasy (s): 0.021, 0.028, 0.024, 0.023, 0.023, 0.019, 0.018, 0.020, 0.022, 0.024, 0.017, 0.021
o Srednia: $\bar{x}=0.02167$, odchylenie standardowe: $5=0.00303$
¢ Przedziat ufnosci 95%: $[0.01974,\;0.023591%

10 MB

e Czasy (s): 0.083, 0.057, 0.062, 0.055, 0.059, 0.086, 0.112, 0.214, 0.085, 0.081, 0.084, 0.085
e Srednia: $\bar{x}=0.08858¢$, odchylenie standardowe: $5=0.04278%
¢ Przedziat ufnosci 95%: $[0.06141,\;0.115761%

100 MB

e Czasy (s): 0.416, 0.390, 0.433, 0.663, 0.587, 0.452, 0.425, 0.394, 0.411, 0.422, 0.398, 0.429
e Srednia: $\bar{x}=0.45167$, odchylenie standardowe: $5=0.08440%
e Przedziat ufnosci 95%: $[0.39804,\;0.505291%

Wykres

graph_hash.py

matplotlib.pyplot plt

# Average times (in seconds) for each algorithm and file size
file sizes 100 kB", "1 MB", "10 MB", "100 MB"

md5 times

shal times
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ripemd160 times 0.01808, 0.02317, 0.08158, 0.61450
sha256_ times 0.01775, 0.02483, 0.10167, 0.53550
sha512 times 0.04625, 0.02167, 0.08858, 0.45167

plt.figure

plt.plot(file sizes, md5 times, marker='o', label='MD5'
plt.plot(file sizes, shal times, marker='o', label='SHAL'
plt.plot(file sizes, ripemdl160 times, marker='o', label='RIPEMD-160"'
plt.plot(file sizes, sha256 times, marker='o', label='SHA-256"
plt.plot(file sizes, sha512 times, marker='o', label='SHA-512'

plt.xlabel("Rozmiar pliku"

plt.ylabel("Sredni czas obliczen [s]"
plt.title("Poréwnanie wydajnosci funkcji skrétu"
plt.legend

plt.grid(True

plt.tight layout

plt.show
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Tabela

Wydajnos¢ obliczania
funkcji skrétu (Sredni
czas ,real” w sekundach
z 12 pomiardw)

100kB| 1MB (10 MB|100 MB
MD5 |0.0159|0.0196/0.0538| 0.3552
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100kB| 1MB (10 MB|100 MB

SHA1 |0.0228(0.0199|0.0518| 0.3486

RMD160/0.0181|0.0232/0.0816| 0.6145

SHA256(0.0178|0.0248/0.1017| 0.5355

SHA512(0.0463|0.0217/0.0886| 0.4517
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