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Diagram with GNS3 software

[#][=] [~][s] DHCP |Nemnrks Leases Options Option Sets Vendor Classes  Aletts
[ Address 7 [Netwark [Interface *]=] | DHCP Config || DHCP Setup |

% 19216810.1/24 192168100  etherl
[Name / [Interface |[Relay  |Lease Time |Address Pool  |Add AR..|
00:10:00 dhcp_pooll no

Name: |dhcpjool'|
Addresses: |192.168.10.2-192.168.10.254 | &

MNext Pool: [none |#] «

Router R1 configuration
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@E DHCP |Ndwnlk5 leases Options Option Sets  Vendor Classes  Alerts

|5 i Find
EE lm - CEEREEEEAEES

% 19216820.1/24 192168200  ether] [Name * [Interface |Relay [Lease Tme | Address Pool [Add AR..|
dhcp etherl 00:10:00 dhcp_pooll no

IP Poal <dhcp_pool 0= = E

MName: |dhcpjoolﬂ | QK

:[192.168.20.2-192.168.20.254 | & e

Next Pool: [none SIS

Apply

o
o |

configuration of Router R2

Bridge

Bridge |F1:1|t5 WLANs  MSTls  Port MST Ovemides  Fitters MNAT Hosts MDB

=] (][] ] 7] [ setnan | Find

|Name / | Type L2ZMTU |Tx Rx Tx Pac ¥
R & bridgel Bridge 65535 0 bps 0 bps

bridge configuration on SW1

Bridge =] E3
Bridge I:"'G'I'TE&|"."I_.|"'.I'*nlsp M5Tls  Port MST Ovemides  Fiters  NAT  Hosts  MDB

#= vlx] =] v] Find

# | Inteface Bridge \Horizon | Trusted |Priority th... Path Cost |Role R
0 & etherl bridge1 no a0 10 designated port
1 & ether? bridge1 no a0 10 designated port
2 & ctherd bridge1 no a0 10 root port

port settings on SW1

Bridge = E3
Bridge  Ports 1'-I"|--I"'-f"'|5~|II»|5'I'I5\ Port MST Overmides = Fitters NAT Hosts MDB

#|=] lvllx] 9] 7] Find

Bridge /| VLAN IDs Curent Tagged Current Untagged -
bridge 1 10 ether3 etherl
bridge1 20 etherd gther?

D bridge1 1 bridge1, etherd
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VLAN settings on SW1

Bridge [=] E3
Bridge | Pots WLAMNs MS5STls Port MST Ovemides Fiters MAT Hosts MODB

#=] [7]l] || [7] [ senan |

' Name /| Type L2MTU |Tx Rx Tx Pac ¥
R & bridgel Bridge 65535 0 bps 0 bps

bridge configuration on SW2

Bridge = E3
Bridge Ports |"u"LANs MSTls  Pot MST Ovemides  Fitters MNAT  Hosts MDB

CEjEE
# | |Inteface Bridge 'Horizon |Trusted |Priority th... |Path Cost | Role R
0 & etherl bridge 1 no 80 10 designated port
1 & ether2 bridge 1 no 80 10 designated port
2 & etherd bridge 1 no 80 10 designated port
3 && etherd bridge1 no a0 10 designated port
4 &% etherb bridge1 no a0 10 designated port
port settings on SW2
Bridge =] E3

Bridge Ports WLANs | MSTlz  Portt MST Ovemides  Fiters  MAT Hostz=  MDEB

1+ =] [l o] (7]

Bridge / | VLAN IDs Cumert Tagged Cument Urtagged -
bridge1 10 etherl ether?, etherd

D bridge1l 1 bridge1, etherl
bridge 20 etherl gtherd, etherd

VLAN settings on SW2
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DHCP test on end devices

Frame 175: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bi
v Ethernet II, Src: @c:7d:af:9b:e3:00 (@c:7d:af:9b:e3:00), Dst: Private
Destination: Private_66:68:00 (@@:50:79:66:63:00)
Source: @c:7d:af:9b:e3:00 (@c:7d:af:9b:e3:00)
Type: IPv4 (©x0800)
v Internet Protocol Version 4, Src: 192.168.1@.1, Dst: 192.168.1@.251
9108 .... = Version: 4
. 9101 = Header Length: 20 bytes (5)

Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 328
Identification: @x@eee (@)
Flags: 0x0000
Fragment offset: @
Time to live: 16
Protocol: UDP (17)
Header checksum: 8x1359 [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.10.1
Destination: 192.168.1@.251

User Datagram Protocol, Src Port: 67, Dst Port: 68

Dynamic Host Configuration Protocel (ACK)

Frame 258: 346 bytes on wire (2768 bits), 346 bytes captured (2768 b
v Ethernet II, Src: @c:7d:af:9b:e3:0@ (@c:7d:af:9b:e3:80), Dst: Privat
Destination: Private_66:68:00 (@@0:50:79:66:63:00)
Source: @c:7d:af:9b:e3:80 (@c:7d:af:9b:e3:00)
- 1 1
v §882.1Q Virtual LAN, PRI: @, DEI: @, ID: 1@
Priority: Best Effort (default) (@)
wess ssss +... = DEI: Ineligible
. 6000 2200 101 = ID: 1@
Type: IPv4 (@xB388)
Internet Protocol Version 4, Src: 192.168.10.1, Dst: 192.168.18.251
User Datagram Protocol, Src Port: 67, Dst Port: 68
Dynamic Host Configuration Protocel (ACK)
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CONCLUSIONS:

Managed devices (e.g. switches), operating according to the 802.1Q standard, use special frame
marking (tagging). This is not additional encapsulation, but merely marking frames that they belong
to a VLAN, communicating which network they belong to and that they are operating under the
802.1Q standard. For Ethernet frames using Ethernet Il framing, the marking consists of inserting an
extra 4 bytes between the source MAC address and the EtherType field. This is referred to as TPID
(Tag Protocol Identifier). The first 2 additional bytes are a tag and always have the value 0x8100 to
identify the frame as 802.1Q tagged.

The remaining 2 bytes called TCI (English: Tag Control Information) contain the following information:

e PCP field - a field consisting of three bits, used to indicate the priority of the frame. The use of
this field is defined in the IEEE 802.1p standard

e CFI (Canonical Format Indicator) field - a one-bit identifier that tells which technology the LAN
has been set up in. For Ethernet networks it has a value of zero, while for Token Ring it has a
value of 1. This ensures that the two are working together. If a frame received on an Ethernet
port has a CFl bit equal to one, it should not be forwarded because it is an untagged port.

e VLAN ID (VID) - A 12-bit field indicating which VLAN the frame belongs to. A value of zero means
that the frame does not belong to any virtual network, a value of one is used for bridges and a
value of OXFFF is reserved for other purposes. The remaining 4094 values can be used to
designate individual VLANs. An 802.1Q device, upon receiving such a frame, reads the VLAN ID
and directs the frame to the appropriate virtual network.

Ethernet frame
o Source Data field
Preamble (8 | Destination
bytes) MAC (6 bytes) MAC (6 | EtherType (2 bytes) (46-1500 CRC (4 bytes)

bytes) bytes)

Ethernet frame marked 802.1Q
Preamble (8 |Destination f,&“crc(‘g TPID  TCI(2 |EtherType (2 I()4a6t-a128|0d CRC (4
bytes) MAC (6 bytes) bytes) 0x8100 |bytes) bytes) bytes) bytes)

For frames using IEEE 802.2/SNAP encapsulation with the OUI field set to 00-00-00 (i.e. the ID field in
the SNAP header set to EtherType), as may happen on LANs using a technique other than Ethernet,
you set the EtherType field in the SNAP header to 0x8100 and add the above 4 bytes to the end of the

SNAP header.

Changing the header and adding the extra bytes changes the FCS checksum, which must be
recalculated.
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