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Security: PKI

WSL1 on Windows 2019 server was used to complete the task.
The distribution running under WSL is Ubuntu 22.04.4 LTS

Creating a simple Certification Authority

Perform the following steps sequentially:

cd /usr/lib/ssl/misc/

/CA.pl -newca

After running the CA.pl script, enter:

enter the CA file name: <Enter>

enter pass phrase:

Country name: EN

State or provice name: Mazowieckie

Locality name (eg. city): Warsaw

Organization Name (eg. company): WWSI

Organization Unit Name: (eg. section): Department of Information and Communication Networks
(inscribed: ZST)

Common Name (e.g. server FQDN or your name): Robert
Email address: rji@wwsi.edu.pl

A challenge password:

An optional company name:<Enter>

Enter pass phrase for ./demoCA/private/cakey.pem:

Implementation

root@wSL:~> cd /usr/lib/ssl/misc/
root@wSL:misc> ./CA.pl -newca
CA certificate filename (or enter to create)

Making CA certificate ...

openssl req -new -keyout ./demoCA/private/cakey.pem -out ./demoCA/careq.pem
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Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:PL

State or Province Name (full name) [Some-State]:Mazowsze

Locality Name (eg, city) []:Minsk Mazowiecki

Organization Name (eg, company) [Internet Widgits Pty Ltd]:ostrowski.net.pl
Organizational Unit Name (eg, section) []:self employed

Common Name (e.g. server FQDN or YOUR name) []:Kacper

Email Address []:kacper@ostrowski.net.pl

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

=> ()

openssl ca -create serial -out ./demoCA/cacert.pem -days 1095 -batch -
keyfile ./demoCA/private/cakey.pem -selfs

ign -extensions v3 ca -infiles ./demoCA/careq.pem

Using configuration from /usr/lib/ssl/openssl.cnf

Enter pass phrase for ./demoCA/private/cakey.pem:

Check that the request matches the signature

Signature ok

Certificate Details:

Serial Number:
08:c9:1a:9f:b4:bd:cc:7f:79:5d:52:6e:21:df:72:35:1f:f5:66:11
Validity

Not Before: Jun 8 11:42:42 2025 GMT

Not After : Jun 7 11:42:42 2028 GMT
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Subject:

countryName = PL

stateOrProvinceName = Mazowsze
organizationName = ostrowski.net.pl
organizationalUnitName = self employed
commonName = Kacper

emailAddress = kacper@ostrowski.net.pl

X509v3 extensions:

X509v3 Subject Key Identifier:
7E:7B:CD:64:8C:56:FE:B4:49:6E:D3:B8:FD:8E:64:63:E4:D4:D3:B3

X509v3 Authority Key Identifier:
7E:7B:CD:64:8C:56:FE:B4:49:6E:D3:B8:FD:8E:64:63:E4:D4:D3:B3

X509v3 Basic Constraints: critical

CA:TRUE

Certificate is to be certified until Jun 7 11:42:42 2028 GMT (1095 days)

Write out database with 1 new entries
Data Base Updated
==> 0

CA certificate is in ./demoCA/cacert.pem

Requesting an X.509 certificate

Write the syntax for the openssl command used to generate a request to issue a new digital
certificate for a 2048 bit RSA key pair. Store the private key in a_rsakey.pem file and the request itself
in a_certreq.pem file. Hint: use the req ) command.

Check the certificate request by executing the following command:

openssl| req -in a_certreq.pem -text -noout

Now the user of machine A can send a certificate issue request contained in the a_certreq.pem file to
the user of machine C (where the Certificate Authority is located). Write the syntax for the command
(AND execute it) used to issue an X.509 certificate based on the certificate issue request of user A.
Store the certificate in the a_cert.pem file. openssl ca ... After entering the command, a message will
appear on the screen: Enter pass phrase for ./demoCA/private/cakey.pem

Implementation

root@WSL:misc> openssl req -new -newkey rsa:2048 -keyout a rsakey.pem -out
a_certreq.pem
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Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:PL

State or Province Name (full name) [Some-State]:Mazowsze

Locality Name (eg, city) []:Minsk Mazowiecki

Organization Name (eg, company) [Internet Widgits Pty Ltd]:ostrowski.net.pl
Organizational Unit Name (eg, section) []:self employed

Common Name (e.g. server FQDN or YOUR name) []:Kacper

Email Address []:kacper@ostrowski.net.pl

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:Q@wertyuiop

An optional company name []:

root@WSL:misc> openssl req -in a certreq.pem -text -noout
Certificate Request:

Data:

Version: 1 (0x0)

Subject: C = PL, ST = Mazowsze, L = Mi\C3\85\C2\84sk Mazowiecki, 0 =
ostrowski.net.pl, OU = self employed, CN = Kacper, emailAddress =
kacper@ostrowski.net.pl

Subject Public Key Info:

Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:

00:ea:a3:10:54:¢c6:04:98:db:f1:33:d4:89:f3:61:
8c:01:9a:3c:e5:3f:88:29:52:¢cc:17:05:7d:2b:a2:
52:68:a2:7f:d8:f8:ce:81:09:87:4b:75:fd:dd:eb:
66:ba:c3:6f:bc:b9:70:80:64:ee:75:c5:ef:6b:97:
65:79:1d:01:53:df:d5:d0:75:ad:92:94:64:83:c3:
29:fe:2f:bc:be:3d:9e:53:cl:e2:39:78:c2:2f:21:
Oc:bc:71:a7:6€:b1:d9:05:11:48:98:33:e7:d8:cb:
6f:d3:30:1e:d7:30:ca:8e:5d:32:ba:be:3e:e2:93:
86:83:5f:31:6c:61:ce:6a:19:79:67:04:5c:f0:90:
8c:41:8d:ea:8f:e5:1b:53:96:¢c3:49:8d:a9:02:66:
a3:3c:44:03:a2:e2:34:¢c4:50:78:35:46:d7:ef:e8:
23:de:c9:a7:8a:af:ce:47:89:f4:17:¢c9:b1:63:62:
64:ba:09:a5:78:b1:f3:a9:ad:d4:9f:89:71:8a:fc:
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eb:53:8b
5a:ca:8c
35:9f:e8
57:51:fc

46:
Exponent:

dl

:8e:80:be:le:f8:bc:f2:6c:45:ab:50:63:
:€9:17:15:10:9a:49:0a:87:40:7d:31:28:
:ab:3b:aa:9%a:bc:cd:b4:88:45:41:96:07:
:2Cc:a7:63:69:dc:72:3a:70:b7:1e:58:8c:

Attributes:
challengePassword

Requested Extensions:

Signature Algorithm:
Signature Value:

b3:
c/:

47

c9:
46:
45
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17:
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:49:
132
:00:
:08:
:33:

2b

64:
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ab:
142
:a8
8e:

a5
fl

9c:

fc

26:
167
cl:
:ab
:d4:
f3:
fe:
1b:

13
1b

5a
bb

# nie
poprawne

root@WSL:misc> openssl ca -in a certreq.pem -out a cert.pem
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11:
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24:
19:
:94:
(e
b2:
Ccb6:
e0:

52

o0f:
1b:
:d2
57:
ca:
56:

65537 (0x10001)

:Q@wertyuiop

sha256WithRSAEncryption
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miatem dwdéch maszyn zeby zrobi¢ test natomiast widad ze sygnatury sg

Using configuration from /usr/lib/ssl/openssl.cnf
Enter pass phrase for ./demoCA/private/cakey.pem:
Check that the request matches the signature

Signature ok

ERROR:There is already a certificate for
/C=PL/ST=Mazowsze/0=0strowski.net.pl/0U=self

employed/CN=Kacper/emailAddress=kacper@ostrowski.net.pl

The matching entry has the following details
Type
Expires on
Serial Number
File name

Subject Name

root@wSL:misc>

Questions

:Valid
:2806071142427
:08C91A9FB4B4CC7F795D526E21DF72351FF56611
:unknown
:/C=PL/ST=Mazowsze/0=0strowski.net.pl/0U=self
employed/CN=Kacper/emailAddress=kacper@ostrowski.net.pl
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Question 1: Which files were modified in the "Test CA" database on user C's
machine?

When a certificate is issued by a Certification Authority (CA), the following files in the directory are
modified demoCA:

e index.txt - CA database file containing information on issued certificates.
e serial - file storing the serial number of the next certificate.
e newcerts/<numer>.pem - the newly generated user certificate.

These files are automatically updated by the command openssl ca.

Command to verify the digital certificate (on machine A)

The user of machine A can verify the certificate using the following command:
openssl verify -CAfile cacert.pem a cert.pem

where:

e cacert.pem - certificate of the Certification Authority (CA),
e a cert.pem - certificate of user A to be verified.

Question 2: Which data is needed to perform the digital certificate
verification operation?

To perform a digital certificate verification operation, the following data is needed:

e The user certificate to be verified (e.g. a_cert.pem).
e Certificate of the Certification Authority (e.g. cacert. pem) that issued the signed certificate.
e (Optional) Revoked Certificate List (CRL) if the verification is to include revocations.
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