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Security: Nmap

Task 1

Virtual infrastructure used to perform the task

ProjinNet
E2
ali Linux

E1
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Default Switch

Diagram of the virtual
environment

The following virtual environment was used to carry out this task:

e Hypervisor: Hyper-V 10.0.26100.1882

e Target machine: Ubuntu 24.04 Noble Numbat

e Kali Linux machine: Kali GNU/Linux 2024.4

¢ ProjinNet virtual switch: virtual switch added to hyper-v for the purpose of this item

e Virtual Switch Default Switch: this is a switch which acts as a simple NAT router and allows
access to the internet from virtual machines.

IP addressing from the ProjinNet switch side:

e Kali Linux-.10.10.10.1
e Target-10.10.10.254

Content:

Uruchom dwie maszyny (A — maszyna ofiary, B — maszyna atakujacego).

Na maszynie A uruchom serwer Apache

Uruchom skanowanie maszyny (hosta) A z maszyny B za pomoca programu
nmap.
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Opcje uruchomienia programu nmap:

-sT — potaczenie TCP

-p — numer portu

-0 — zbieranie informacji o systemie operacyjnym
Sktadnia wywo*ania programu nmap:

nmap -sT -p 80 -0 -v adres IP ofiary

Wyniki skanowania zapisz w sprawozdaniu.

Solution:

kali@kali:~$ ping 10.10.10.254

PING 10.10.10.254 (10.10.10.254) 56(84) bytes of data.

64 bytes from 10.10.10.254: icmp seq=1 ttl=64 time=0.348 ms

64 bytes from 10.10.10.254: icmp seq=2 ttl=64 time=0.383 ms

64 bytes from 10.10.10.254: icmp seq=3 ttl=64 time=0.700 ms

64 bytes from 10.10.10.254: icmp seq=4 ttl=64 time=0.769 ms

~C

--- 10.10.10.254 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3058ms
rtt min/avg/max/mdev = 0.348/0.550/0.769/0.186 ms

kali@kali:~$ nmap -sT -p 80 -0 -v 10.10.10.254

Starting Nmap 7.94SVN ( https://nmap.org ) at 2025-03-02 09:03 EST
Initiating ARP Ping Scan at 09:03

Scanning 10.10.10.254 [1 port]

Completed ARP Ping Scan at 09:03, 0.03s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 09:03

Completed Parallel DNS resolution of 1 host. at 09:03, 0.02s elapsed
Initiating Connect Scan at 09:03

Scanning 10.10.10.254 [1 port]

Discovered open port 80/tcp on 10.10.10.254

Completed Connect Scan at 09:03, 0.00s elapsed (1 total ports)
Initiating 0S detection (try 1) against 10.10.10.254

Nmap scan report for 10.10.10.254

Host is up (0.00058s latency).

# --- Tutaj ponizej mozemy zaobserwowad serwis ktéry sprawdzalismy
# --- Mozemy réwniez zauwazy¢ ze dziata poprawnie

PORT  STATE SERVICE

80/tcp open http # tutaj widzimy port/protokét warstwy transportowej
status oraz rodzaj serwisu odkrytego przez NMAPa

MAC Address: 00:15:5D:38:01:1C (Microsoft)

Warning: 0SScan results may be unreliable because we could not find at least
1 open and 1 closed port

Device type: general purpose

Running: Linux 4.X|5.X

0S CPE: cpe:/o:linux:linux_kernel:4 cpe:/o:linux:linux_kernel:5

0S details: Linux 4.15 - 5.8
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Uptime guess: 7.024 days (since Sun Feb 23 08:29:33 2025)
Network Distance: 1 hop

TCP Sequence Prediction: Difficulty=256 (Good luck!)

IP ID Sequence Generation: All zeros

Read data files from: /usr/share/nmap

0S detection performed. Please report any incorrect results at
https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 1.44 seconds
Raw packets sent: 23 (1.806KB) | Rcvd: 15 (1.278KB)

kali@kali:~$

Task 2

Content:

Zadanie 2:

1. Uruchom dwie maszyny (A — maszyna ofiary, B — maszyna atakujacego).

Na maszynie A uruchom ustugi http (serwer Apache; apache2), ftp
(vsftpd),

ssh, smtp (exim4)

2. SprawdZz czy ustugi rzeczywiscie dziatajg wydajac polecenia lsof -i a

nastepnie netstat -1ltu

Wynik z wykonania wyzej wymienionych polecen umie$¢ w sprawozdaniu.

3. Uruchom skanowanie portéw z maszyny B za pomocg programu nmap:

nmap -sT -Pn -p 1-1024 -v adres IP ofiary

Wyniki skanowania zapisz w sprawozdaniu.

Odpowiedz na pytania:

Pytanie 1: Czy udato sie wykry¢ wszystkie ustugi ?

Pytanie 2: Co oznacza opcja -Pn? Dlaczego warto jej uzywaé ?

Odpowiedzi zapisz w sprawozdaniu.

Solution:

kali@kali:~$ nmap -sT -p 1-1024 -v 10.10.10.254

Starting Nmap 7.94SVN ( https://nmap.org ) at 2025-03-02 09:13 EST
Initiating ARP Ping Scan at 09:13

Scanning 10.10.10.254 [1 port]

Completed ARP Ping Scan at 09:13, 0.04s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 09:13

Completed Parallel DNS resolution of 1 host. at 09:13, 0.02s elapsed
Initiating Connect Scan at 09:13

Scanning 10.10.10.254 [1024 ports]

Discovered open port 22/tcp on 10.10.10.254
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Discovered open port 80/tcp on 10.10.10.254

Discovered open port 21/tcp on 10.10.10.254

Completed Connect Scan at 09:13, 0.02s elapsed (1024 total ports)
Nmap scan report for 10.10.10.254

Host is up (0.00029s latency).

Not shown: 1021 closed tcp ports (conn-refused)

PORT  STATE SERVICE

21/tcp open ftp # ustuga VSFTPD

22/tcp open ssh # ustuga open ssh server

80/tcp open http # ustuga apache2 z poprzedniego zadania
MAC Address: 00:15:5D:38:01:1C (Microsoft)

Read data files from: /usr/share/nmap
Nmap done: 1 IP address (1 host up) scanned in 0.12 seconds
Raw packets sent: 1 (28B) | Rcvd: 1 (28B)

kali@kali:~$

Answers to questions

Was it possible to detect all services ?

No the EXIM4 service (SMTP mail server) is not visible. This may be due to the fact that | did not
perform any additional EXIM4 configuration on the Target machine.

What does the -Pn option mean ? Why should it be used?

This parameter is used to disable the host detection service using the PING mechanism. This allows
for scanning a host even if it does not respond to a PING command. It is recommended to use this
parameter when the scanned network is strictly protected and has, for example, ICMP blocked.
Unfortunately, it may prolong the scan

Task 3

Content:

Zadanie 3:

Uruchom skanowanie z maszyny B wpisujac ponizsze polecenie w linii
komend:

nmap -sV -Pn -p 1-1024 -v adres IP ofiary

Wyniki skanowania zapisz w sprawozdaniu.

Odpowiedz na pytanie:

Pytanie 3: Co oznacza opcja -sV ?
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OdpowiedZ zapisz w sprawozdaniu.

Solution:

kali@kali:~$ nmap -sV -Pn -p 1-1024 -v 10.10.10.254

Starting Nmap 7.94SVN ( https://nmap.org ) at 2025-03-02 09:27 EST
NSE: Loaded 46 scripts for scanning.

Initiating ARP Ping Scan at 09:27

Scanning 10.10.10.254 [1 port]

Completed ARP Ping Scan at 09:27, 0.04s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 09:27

Completed Parallel DNS resolution of 1 host. at 09:27, 0.03s elapsed
Initiating SYN Stealth Scan at 09:27

Scanning 10.10.10.254 [1024 ports]

Discovered open port 21/tcp on 10.10.10.254

Discovered open port 80/tcp on 10.10.10.254

Discovered open port 22/tcp on 10.10.10.254

Completed SYN Stealth Scan at 09:27, 0.04s elapsed (1024 total ports)
Initiating Service scan at 09:27

Scanning 3 services on 10.10.10.254

Completed Service scan at 09:27, 6.03s elapsed (3 services on 1 host)
NSE: Script scanning 10.10.10.254.

Initiating NSE at 09:27

Completed NSE at 09:27, 0.01ls elapsed

Initiating NSE at 09:27

Completed NSE at 09:27, 0.00s elapsed

Nmap scan report for 10.10.10.254

Host is up (0.00025s latency).

Not shown: 1021 closed tcp ports (reset)

# Tym razem ponizej mozemy zaobserwowal¢ duzo wiecej informacji na temat
uruchomionym serwisoéw

PORT  STATE SERVICE VERSION

21/tcp open ftp vsftpd 3.0.5

22/tcp open ssh OpenSSH 8.9pl1 Ubuntu 3ubuntu@.11l (Ubuntu Linux;
protocol 2.0)

80/tcp open http Apache httpd 2.4.52 ((Ubuntu))

MAC Address: 00:15:5D:38:01:1C (Microsoft)

Service Info: 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Read data files from: /usr/share/nmap

Service detection performed. Please report any incorrect results at
https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 6.93 seconds

Raw packets sent: 1025 (45.084KB) | Rcvd: 1025 (41.000KB)

kali@kali:~$
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Answers to questions

What does the -sV option mean?

This parameter causes NMAP to detect what the server response is on a given port, and in its
database it searches for the answer to what version of the server software it might be.
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