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Security: Diffie Hellman

Scheme

Diffie—Hellman key exchange

Public %
Alice "t\\\w% agree on public parameters / Bob
? a gn b g mod n

/ \ 3. Bob combines his secrat key {b) with the
s secret key (a) with 5 ‘Parameters and sends the resulting public key 10 Alice

2. Alice combines her s
e parameters and sends the resulting key te bol

g@ mod n gP mod n

5. Bab combines result with her secret key

(93P mod n

4. Alice combines result with her secret key

(g)@ mod n g3 gP
ga+0
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g% mod n (g®)P mod n

6. Alice and Bob have a shared secret!
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